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MAJOR BENEFICIARIES OF THE IRAN DEAL: 
IRGC AND HEZBOLLAH 


THURSDAY, SEPTEMBER 17, 2015 

House of Representatives, 

Subcommittee on the Middle East and North Africa, 
Committee on Foreign Affairs, 

Washington, DC. 

The subcommittee met, pursuant to notice, at 2:07 p.m., in room 
2172, Rayburn House Office Building, Hon. Ileana Ros-Lehtinen 
(chairman of the subcommittee) presiding. 

Ms. Ros-Lehtinen. The subcommittee will come to order. 

After recognizing myself and Ranking Member Deutch for 5 min- 
utes each for our opening statements, I will then recognize any 
other member seeking recognition for a minute. We will then hear 
from our witnesses. 

And, without objection, your prepared statements, madam and 
gentlemen, your prepared statements will be made part of the 
record. 

Members may have 5 days to insert statements and questions for 
the record, subject to the length limitation of the rules. 

The Chair now recognizes herself for her remarks. 

As we confront the fallout from the Iran nuclear deal, it is impor- 
tant that we examine two critical networks, as they are two critical 
criminal networks — that stand to gain the most from sanctions re- 
lief: The Islamic Revolutionary Guard Corps and Iran’s proxy, 
Hezbollah. 

Made up of at least 150,000 personnel, the Revolutionary Guard 
Corps is responsible for Iran’s external and internal security, in- 
cluding the protection of the key strategic oil waterway, the Strait 
of Hormuz; the development of Iran’s ballistic missile program; and 
maintaining order and control of the Iranian people. 

It oversees the Quds Force, the asymmetric war and terror oper- 
ators of the IRGC, who are behind the deaths of hundreds of Amer- 
ican service men and women and coalition forces in Iraq and who 
continue to plan operations on the ground in Iraq and Syria while 
undermining our national security interests. 

The IRGC is Iran’s single largest economic actor. It owns the 
country’s largest construction company, its main telecommuni- 
cations company, and controls at least 25 percent of the Tehran 
Stock Exchange. The IRGC owns and controls banks, its officials sit 
on and control the boards of private companies, and it is the pri- 
mary player in the construction and infrastructure sectors as well 
as, increasingly, the energy sector. 

( 1 ) 
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Because the IRGC controls so much of the Iranian economy, it 
is poised to gain billions from the deal and Iran’s economic growth. 
When the administration argues that the Iranian regime will in- 
vest its sanctions relief into infrastructure, what they are not tell- 
ing you is that the IRGC, a terror organization in its own right, 
will be the one cashing in on all the infrastructure, all the con- 
struction, all the energy projects. Companies are already lining up 
to do business with Iran, and, as the sanctions come off, more 
money will be funneled to IRGC companies, who will then turn 
right around and use that money for their nefarious activities. 

As such a big player in Iran, the IRGC has a vested interest in 
maintaining its alliance with the regime and ensuring the regime’s 
survival, both inside Iran by maintaining its authority over the 
people of Iran but also by continuing to expand regionally and ful- 
filling its hegemonic ambitions. 

Fulfilling those ambitions requires the continued work of the 
Quds Force — training Shia militias in Iraq, tunneling funds and 
arms to Syria’s Bashar al-Assad, and supporting Houthi fighters in 
Yemen. Incredibly, the Iran deal delists and lifts certain sanctions 
from some of the same people leading these very actions, including 
the current Quds Force commander, Soleimani, and the former 
Quds Force commander and Defense Minister Vahidi. And, as we 
know, he is wanted by Interpol for his role in the AMIA Jewish 
community center bombings in Buenos Aires. 

As a matter of fact, almost half of the entire nuclear agreement 
is pages and pages of delisting of individuals, of companies, and 
vessels from the U.S. or EU sanctions list. 

The second organization that will benefit enormously from sanc- 
tions relief is one of the world’s most dangerous and capable terror 
organizations, Hezbollah. Trained, equipped, and funded by the 
Quds Force, Hezbollah is said to be responsible for some of the 
world’s most infamous terror attacks, including the 1983 U.S. Ma- 
rine barracks bombing in Beirut, the AMIA Jewish community cen- 
ter which I just referenced, and the 1996 Khobar Towers bombing, 
just to name a few. 

A stronger Hezbollah undermines our interests in Lebanon, 
where that fragile country continues to grapple with internal strife. 
And its forces are deeply involved and critically important to Ira- 
nian efforts in Syria, helping Iran to prop up Assad and prolonging 
the chaos, the destruction, the tragedy that is spreading further 
and further outside the borders of Syria. 

Hezbollah’s leader recently reaffirmed the terror organization’s 
ideological partnership with Iran, saying that the nuclear deal 
would not stop Iran from providing it material and financial sup- 
port. And now that we have lifted Iran’s arms embargo and bal- 
listic missile sanctions, Hezbollah will soon be able to obtain even 
more sophisticated weaponry in order to carry out operations like 
the one we recently saw with a terror cell in Kuwait. 

Sanctions relief from the Iranian deal will not only free up re- 
sources for Iran to spend more on Assad, it will allow Hezbollah 
to extricate itself from Syria, where its forces have been bogged 
down, and return to its focus of its top priority and target: The 
democratic Jewish State of Israel. The possibility that Hezbollah 
will launch attacks against Israel is increasingly likely thanks to 
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the Iran deal and Iran’s increasing capability to provide assistance 
and advanced weaponry. 

We must consider the impact of both direct and indirect sanc- 
tions relief from the Iran deal and what these additional resources 
will do for the Iranian regime’s next steps in the region, including 
what it will do for the capabilities of Iran’s proxies, like Hezbollah, 
and the consequences for our own interests and the interests of our 
allies. 

I look forward to hearing from our witnesses on exactly who and 
which entities stand to gain the most from this disastrous agree- 
ment, what we can expect next from the IRGC and Hezbollah, and 
what we here in Congress can do to prevent this from happening. 

So pleased to yield to the ranking member, Mr. Deutch of Flor- 
ida. 

Mr. Deutch. Thank you. Madam Chairman. 

And while this is not the first hearing we have had to look at 
Iran’s sponsorship of terrorism, it takes on new significance in the 
wake of the nuclear agreement, as Iran stands to gain access to bil- 
lions of dollars. 

After the Iran deal debate, it is important that the administra- 
tion and my colleagues continue to be clear about the nature of this 
regime. Iran was designated a state sponsor of terror in January 
1984, after it orchestrated the deadly U.S. Embassy bombing in 
Beirut which killed 63, the horrific attack on the Marine barracks 
that killed 241 U.S. servicemembers, and the bombings of the U.S. 
and French Embassies in Kuwait. Both 1983 attacks were carried 
out by what would become Hezbollah. 

Despite the U.S. designation in 1984, in September of that year 
Hezbollah carried out another attack on the U.S. Embassy annex 
in Beirut, killing 23. It was Hezbollah that hijacked TWA Flight 
847, resulting in the death of a U.S. Navy diver. It was Hezbollah 
that bombed the Israeli Embassy in Argentina and the AMIA Jew- 
ish center in the early 1990s. 

It was a Hezbollah-linked group that bombed the Khobar Towers 
in Saudi Arabia, killing 19 U.S. Air Force personnel in 1996. It was 
Hezbollah that blew up a tourist bus of Israelis in Bulgaria in 
2012. And it was Hezbollah that attempted to carry out dozens of 
foiled terrorist attacks around the world — all of this done, of 
course, with financial and material support from, and at the direc- 
tion of, the Iranian regime. 

Iran has continued to supply Hezbollah with weaponry to fight 
alongside Assad’s forces in Syria. Weapons transfers from Iran to 
Hezbollah have allowed the terrorist organization to amass an ar- 
senal of nearly 100,000 rockets in Lebanon, with the ability to 
reach every corner of Israel. Iran’s terror proxies are directed by 
the Iranian Revolutionary Guard Corps’ elite Quds Force, led by 
the infamous general Qasem Soleimani, who has been spotted on 
the battlefields of Iraq and, according to reports, may have just re- 
cently again visited Russia, his partner in Syria. The IRGC is aid- 
ing the Houthis in Yemen and stirring unrest via their allies in 
countries throughout the Gulf 

The IRGC is the most powerful economic actor in Iran. In fact, 
no one has benefited under sanctions more than the potentially 
hundreds of IRGC-owned companies that no longer had to deal 
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with international competition for construction or energy projects, 
and no one will likely benefit more when these IRGC-owned compa- 
nies are delisted and sector-based sanctions removed. 

Now, there are certainly disagreements over exactly what Iran 
will do with its sanctions relief. No doubt this regime, which is ob- 
sessed with its own survival, will use money to revitalize Iran’s 
economy. President Hassan Rouhani was elected on his pledges to 
bring real economic relief to the people of Iran, and, by all ac- 
counts, he wants to deliver. But it is logical that some portion of 
Iran’s newfound wealth will flow to its terror proxies. And regard- 
less of how you feel about the nuclear deal, no one can dispute that 
Iran remains the world’s largest state sponsor of terrorism. 

Despite crushing U.S. international sanctions, Iran has sustained 
its destabilizing activity with relatively limited resources, but that 
will soon change. In fact, not only did Iran receive sanctions relief, 
but it received repeal of the arms embargo and ban on the transfer 
of ballistic missile technologies in 5 and 8 years respectively. Now 
we are faced with the reality of advanced weaponry sales to Iran 
that will undoubtedly fall into the hands of Hezbollah, Hamas, Shi- 
ite militias, and other bad actors like A1 Shabaab in East Africa. 

The IRGC already possesses ballistic missile capabilities that 
threaten its neighbors. Now, in 8 years, it will be free to purchase 
technologies to advance its program. This committee held a hearing 
on Iran’s quest for intercontinental ballistic missiles earlier this 
summer, where experts testified that the only logical use for an 
ICBM is the delivery of a nuclear warhead. 

My colleagues on this committee are split on support for the 
JCPOA, but we cannot allow our already-expressed positions to 
hinder our efforts to work together to do whatever we can to block 
Iran’s ability to exploit its anticipated windfall for dangerous and 
destructive activities. 

We must now come together for a practical discussion on what 
more the United States can do to counter Iran’s destabilizing ac- 
tivities in the region and around the world. This means increasing 
intelligence cooperation with Gulf partners, strengthening the ca- 
pabilities of our friends in the region, enhancing Israel’s qualitative 
military edge, redoubling our efforts to interdict weapons ship- 
ments, and continuing to enforce existing and to impose new sanc- 
tions against those who support terrorism or engage in human 
rights abuses. If they received nuclear proliferation sanctions relief 
under the deal but they support terror or abuse human rights, then 
the individuals or entities must continue to be sanctioned. 

I look forward to hearing from our experts today as to what steps 
the U.S. and the international community can take to blunt the im- 
pact of Iran’s newfound financial resources and the strengthening 
of the dangerous regime. 

And I yield back. 

Ms. Ros-Lehtinen. Thank you very much, Mr. Deutch. 

Mr. Cicilline. 

Mr. Cicilline. Thank you. Madam Chairman and Ranking Mem- 
ber Deutch, for calling this hearing today. 

It is absolutely critical that, as the Joint Comprehensive Plan of 
Action is implemented. Congress and the administration are relent- 
less and vigilant in monitoring its implementation and that we 
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work together with Israel and with our allies in Europe and the 
Middle East to combat the destabilizing activity of Iran throughout 
the region. 

In order to strengthen its implementation, Congress should intro- 
duce legislation as necessary, and I look forward to working with 
my colleagues on this committee in doing so to ensure that the nec- 
essary steps are taken. 

In particular, I have expressed to the President my strong sup- 
port for an expedited renewal of the Israeli defense agreement for 
a new 10-year period. And, of course, robust funding must be pro- 
vided by Congress. Additionally, Congress must provide additional 
financial resources to support the implementation and monitoring 
process through the IAEA and increase funding for U.S. intel- 
ligence and diplomatic activities. 

The administration must also develop a specific plan with the 
P5 h- 1 and Israel to respond to any violations of the Joint Com- 
prehensive Plan of Action by Iran and to work together to confront 
Iran’s destabilizing activities in the region. In addition, we must 
continue to aggressively pursue appropriate non-nuclear sanctions 
against individuals and organizations responsible for terrorism ac- 
tivity and violations of human rights. 

There is no question that the IRGC and Hezbollah will continue 
to take actions to support terrorism throughout the region, and it 
is incumbent upon the United States to ensure that we have a ro- 
bust action plan to combat these activities in close cooperation with 
our allies. I look forward to hearing the witnesses’ suggestions for 
actions we can take to mitigate the dangers posed by Hezbollah 
and the IRGC. 

And I thank the witnesses for being here. 

And, with that, I yield back. 

Ms. Ros-Lehtinen. Thank you very much, Mr. Cicilline. 

Ms. Meng of New York. 

Ms. Meng. Thank you. Chairwoman Ros-Lehtinen and Ranking 
Member Deutch, for your longstanding stellar leadership here. I 
know that you have worked closely and very hard on issues of ter- 
rorism, Iran’s funding of it, and this recent deal very closely. 

While I appreciate that many of my colleagues have voiced dis- 
approval of the Joint Comprehensive Plan of Action during last 
week’s vote, I am troubled with the prospect of it moving forward. 
In addition to the direct outcome of the Iran deal with regards to 
nuclear capabilities, there are serious concerns about Iran’s access 
to funds, especially given their track record of funding universally 
recognized terrorist groups. 

I am interested in hearing the consequences of this deal as it re- 
lates to these beneficiaries and ways that we can mitigate any po- 
tentially disastrous outcomes. 

Thank you. I yield back. 

Ms. Ros-Lehtinen. Thank you so much. 

And hearing no other requests for time, I am pleased to present 
our panel. 

First, we are pleased to welcome Dr. Emanuele Ottolenghi, who 
is a senior fellow at the Foundation for Defense of Democracies. 
Previously, Dr. Emanuele headed the Transatlantic Institute in 
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Brussels, and he has advised several foreign ministries in Europe 
on the subject of Iran. 

We welcome you, sir. 

Second, we welcome back a good friend of our subcommittee. Dr. 
Matthew Levitt, director of the Stein Program on Counterterrorism 
and Intelligence for the Washington Institute for Near East Policy. 
Previously, Dr. Levitt served as the Deputy Assistant Secretary of 
Intelligence and Analysis at the U.S. Department of the Treasury, 
a branch chief under the Director of National Intelligence, and a 
counterterrorism advisor to the State Department’s Special Envoy 
to the Middle East. 

Welcome back. 

And last but certainly not least, we welcome back Dr. Suzanne 
Maloney, who is the interim deputy director of the foreign policy 
program for the Brookings Institution. Dr. Maloney has served as 
an external advisor to the State Department on issues related to 
Iran. She has also served as a policy planner for the Middle East 
for the Secretary of State and the director of the Council on For- 
eign Relations’ task force on U.S. policy toward Iran. 

Welcome to all three. Your written remarks will be made a part 
of the record. Please feel free to summarize. 

And we will begin with you. Dr. Emanuele. 

STATEMENT OF EMANUELE OTTOLENGHI, PH.D., SENIOR 
FELLOW, FOUNDATION FOR DEFENSE OF DEMOCRACIES 

Mr. Ottolenghi. Thank you. Chairman Ros-Lehtinen, Ranking 
Member Deutch, and members of the committee. On behalf of EDI) 
and its Center on Sanctions and Illicit Finance, I am very grateful 
for the opportunity to testify. 

Iran’s Islamic Revolutionary Guard is the regime’s top exporter 
of terrorism and a deadly instrument of domestic repression. My 
testimony describes how, regrettably, the Guards will benefit great- 
ly from the Joint Comprehensive Plan of Action. 

The JCPOA dismantles most of the international nuclear sanc- 
tions against Iran, thereby creating a major stimulus package for 
its economy. The IRGC and the Supreme Leader’s business empire 
will be its main beneficiaries. Their economic ascendance will for- 
tify their domestic influence. 

Although the U.S. retains the legal edifice of sanctions against 
the IRGC, it is insufficient to exclude the IRGC from this windfall 
for four reasons: First, on implementation day, just months from 
now, the JCPOA lifts or suspends sanctions against entire sectors 
of the Iranian economy. The IRGC is active in each sector. IRGC 
companies will get the lion’s share of business opportunities. 

Second, the lifting of sectoral bans will provide the IRGC easier 
access to dual-use technology in the aerospace, defense, and nu- 
clear sectors. 

Third, on implementation day, the JCPOA will delist companies 
that assisted the IRGC’s nuclear and missile procurement efforts, 
as well as its support for Hamas and Hezbollah and for the Assad 
regime in Syria. A change of behavior was not a condition for their 
delisting. 

Fourth, most IRGC companies were never identified as such by 
EU or U.S. authorities. Treasury has listed only 19 IRGC individ- 
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uals, 23 companies, 4r military entities, and 2 academic institu- 
tions. The EU has listed just 25 companies. My written testimony 
names hundreds of companies owned or controlled by the IRGC 
that should have been designated. 

Absent the change in approach by Congress or the administra- 
tion, the post-sanctions economic climate will likely benefit the 
IRGC because, in practice, the global business community looks to 
the U.S. Treasury for a way to assess risk. Companies seeking to 
reenter Iran will assume that what is not explicitly forbidden is al- 
lowed. 

Let me offer you the example of Iran Aluminum Company, or 
IRALCO, Iran’s largest aluminum producer. The EU sanctioned it 
in 2012 because it had assisted Iran’s nuclear procurement, includ- 
ing a contract to supply aluminum to Iran’s Centrifuge Technology 
Company. The U.S. never designated IRALCO, even though it is 
partially owned by an IRGC investment company that is under 
U.S. sanctions. And because IRALCO was only sanctioned for nu- 
clear-related activities, the EU will delist it on implementation day. 

Madam Chairman, I therefore strongly recommend that, first, 
there be an increase in U.S. designations against the IRGC because 
of the IRGC’s unequivocal role in terrorism and other nefarious ac- 
tivities. If Congress and Treasury were to designate hundreds of 
IRGC companies before implementation day, this would send a 
very strong message to the business community contemplating Ira- 
nian contracts. 

Second, to help this process along. Congress should require 
Treasury to lower the threshold for designations. As I explain in 
greater detail in my written testimony, the IRGC has engaged in 
a pattern of obfuscation to hide its control of many corporations. 
Even with a minority share, the IRGC often controls these compa- 
nies through the board of directors. Congress can also mandate 
that Treasury maintain and publish an IRGC watchlist to identify 
and report on companies that do not yet reach the designation 
threshold. 

Third, Congress should also require the State Department to des- 
ignate the IRGC as a foreign terrorist organization. Designating 
the IRGC as an ETC will provide another warning to foreign com- 
panies considering business in Iran. Listing the IRGC as an ETC 
will also emphasize that the IRGC cannot be decoupled from the 
Quds Force; they are one and the same. 

Fourth, Congress can leverage future trade agreements with Eu- 
rope to limit the IRGC’s operations there. Congress should require 
the Transatlantic Trade and Investment Partnership between the 
U.S. and the EU to stipulate that any European company con- 
tracting with Iran must certify that none of the business partners 
are associated in part or in whole with the IRGC, requiring also 
that the EU report annually on European companies investing in 
Iran, placing local merchant transactions under public scrutiny. At 
a minimum. Congress should encourage international corporations 
to demand an exclusion clause to halt commercial activities with all 
suspected or designated IRGC entities. 

These are just a few highlights from my written testimony. I 
thank you for the opportunity to testify, and I very much look for- 
ward to your questions. 
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Dr. Emanuele Ottolenghi September 17, 2015 

Chairman Ros-Lehtinen, Ranking Member Deutch, members of the committee, on behalf of the 
Foundation for Defense of Democracies and its Center on Sanctions and Illicit Finance, 1 thank 
you for the opportunity to testify. 

This testimony will focus on the impact of the Joint Comprehensive Plan of Action (JCPOA) on 
Tran’s Islamic Revolutionary Guard Corps (TRGC) and its dominant position in Iran’s economy. 

The IRGC is the custodian of Iran’s best-kept military secrets, including its clandestine nuclear 
military program and ballistic missile program. As the regime’s Praetorian Guard, it is also 
charged with defending the Islamic Revolution from enemies at home and spreading the 
revolution abroad. Over the years, the IRGC has zealously fulfilled these tasks, quashing pro- 
democracy protesters inside Iran and sponsoring terrorism and Islamist movements abroad. 

The JCPOA dismantles specific United Nations and European Union sanctions, and significantly 
diminishes the scope and reach of U.S. sanctions. 

In doing so, the JCPOA creates a major “stimulus package” for Iran’s economy. The IRGC 
derives much of its domestic clout from its position of dominance within Iran’ s economy. Thus, 
the IRGC and the supreme leader’s business empire will be the main beneficiaries. Their 
economic ascendance will fortify their domestic political influence. 

As export and trade restrictions are lifted, previously prohibited Western technology will make 
its way back to Iran, The challenge of denying the IRGC access to banned technology - 
including dual-use technology and equipment for monitoring dissidents - will become even more 
arduous. The demise of sanctions will also facilitate the acquisition of advanced weaponry that 
will improve Tehran’s conventional military capabilities, as well as its support for the Bashar al- 
Assad regime in Syria, Hamas in the Gaza Strip, Hezbollah in Lebanon, and Houthi rebels in 
Yemen. 

To be clear, the United States is set to maintain its sanctions on the IRGC. The JCPOA does not 
alter them. Moreover, the European Union will not delist most IRGC entities on its sanctions list 
until Transition Day, roughly eight years from now. But as this testimony explains, once the bulk 
of Iran sanctions are lifted, the remaining measures against the IRGC are insufficient. They will 
not isolate the Guards and the supreme leader’s business interests from the benefits that the 
JCPOA will generate. 

First, on Implementation Day - likely several months from now - the JCPOA requires the 
European Union, United States, and United Nations to lift or suspend sanctions against entire 
sectors of the Iranian economy. The IRGC and the supreme leader’s business interests are active 
in many sectors - some of which they dominate almost completely, IRGC companies will get the 
lion’s share of public contracts and business opportunities. 

Second, on Implementation Day, numerous companies will be delisted that have served as 
accessories to IRGC nuclear and ballistic missile programs, as well as support for the Assad 
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regime and its crimes against humanity. This includes the entire network of companies and 
subsidiaries controlled by the supreme leader, as well as Iran’s aviation industry and state-owned 
shipping firms, and companies where the IRGC has a significant ownership interest. 

The delisting is not the result of a demonstrable change in these entities’ patterns of behavior. 
Rather, they are being delisted because the JCPOA requires the wholesale lifting of sanctions on 
entire sectors. There are no guarantees these entities will, once delisted, cease the illicit conduct 
that caused them to be sanctioned in the first place - instead, there is ample reason to believe 
they will redouble that activity. 

Third, companies owned or controlled by the IRGC that have until now eluded designation by 
the U.S., EU, or UN are now likely to benefit from the post-JCPOA windfall, as the business 
community will accept them as legitimate business partners. The same is true for IRGC senior 
executives that eluded sanctions until now. 

Meanwhile, Tehran will challenge every attempt to impose new sanctions, as it did with 
designations announced by the U.S. Treasury following the November 2013 interim nuclear 
deal.' New sanctions will trigger an Iranian request for consultation with the United States, 
potentially followed by a referral to the Joint Commission’s Working Group, as stipulated under 
section 7.3 of Annex TV of the JCPOA.* Tehran may also challenge new sanctions under Section 
2.1.14. This clause states that the Joint Commission (of which Iran is a member) will review 
“any issue that a JCPOA participant believes constitutes nonperformance by another JCPOA 
participant.”'’ 

The IRGC and the Supreme Leader’s Business Empires 

Sanctions against the TRGC were a central component of the complex architecture of punitive 
and restrictive measures that the U.S., EU, and UN built over the course of the past decade. 
According to the U.S. Treasury: 

“The IRGC has a growing presence in Iran’s financial and commercial sectors and 
extensive economic interests in the defense production, construction, and oil industries, 
controlling billions of dollars in corporate business... imposing financial sanctions on 
commercial enteiprises of the IRGC has a direct impact on revenues that could be used 
by the IRGC to facilitate illicit conduct. 


^ Fredrick Dahl & Adrian Croft, “Tran angiy over U.S. sanctions, nuclear talks interrupted,'' Reuters, December 13, 
2013. Tlit tp:/7\v'ivvv. rcnt &rs.conVa i tiekV2(U3-q2.'''D/us-int ii- iiueleHr -saneTiDns-id[jS BRE9BC 0CY20t3 1213 T 
* "Joiiil Coiiiprelieiisive Plan of Action, Ainie.v IV - Joint Coimnission'’ Viemia, Jidv 14. 2015. Section 7.3. 
(ntiD:-' Vccas.c uTopa.cu.Aia(em.cnis-cc asklocs/initt aerccincnL'’a!tnc\ 4 io ini coimn issio n cu.pdn 
’ “Joint Comprehensive Plan of Action, Annex IV - Joint Conmiissioii” Vienna, July 14. 2015, Section 2. 1.14. 
l hltD:.7 e eas.eii To pa.eri/s ustemeiit s-eeas/ docs /iran amceutenkamtex 4 io iiil eoiimu ssicut e i i pd f ) 

' U.S. Dcparlincnl of llic Treasury, Press Release, “Fact Sheet: Treasury Sanclions Major Iranian Connncrcial 
Entities" June 4, 2013. nirtp:.7wvvv treasury nov/pn.?ss-renter.rnress-rejeascs,rpanes/tnr2 1 7 aspx ) 
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The JCPOA reverses that impact by directly and indirectly increasing revenues of the IRGC's 
commercial enterprises. The JCPOA also lifts sanctions against the “Headquarters for Executing 
the Order of the Imam" (ElKO), a vast holding company controlled by the supreme leader with 
assets and commercial operations worth an estimated $95 billion.^ While EIKO is not formally 
part of the IRGC, it frequently partners with Guard companies. Like the Guard, it has an opaque, 
parallel quasi-state power structure. 

On June 4, 2013, Treasury sanctioned ETKO and 37 of its subsidiaries^ - including a number of 
foreign companies - under Executive Order 13599, which targeted Iran's government-owned 
entities for posing a threat to the integrity of the international financial system. As Treasury 
explained: 

“EIKO has made tens of billions of dollars in profit for the Iranian regime each year 
through the exploitation of favorable loan rates from Iranian banks and the sale and 
management of real estate holdings, including selling property donated to EIKO. EIKO 
has also confiscated properties in Iran that were owned by Iranians not living in Iran full- 
time... EIKO has been tasked with assisting the Iranian Government’s circumvention of 
U.S. and international sanctions. Because of this unique mission, EIKO has received all 
of the funding it needs to facilitate transactions through its access to the Iranian 
leadership.”^ 

U.S. sanctions had a chilling effect on EIKO’s business ventures abroad, especially in Europe.*^ 
An EIKO subsidiary, Tadbir Energy Group, unsuccessfully bid for a refinery in France in 2012;^ 
and in April 2015, another EIKO bid to buy a refinery in Switzerland was rejected, reportedly 
due to concerns over U.S. sanctions. 

With Washington set to delist all of EIKO’s subsidiaries on Implementation Day,^^ barriers to 
conducting business with EIKO are already eroding. In January 2015, representatives of two 


^ Steven Stecklow, BabakDeghghanpislieh & Yeganeh Toibati, “Assets of the Ayatollah", Reuters. November 13, 
2013. Oitr p :/Av\vw.ie u tcrs.coQviiivei;de;itcs / Hiiii’'#<u'lide/par(l) 

U.S. DcparimciU oITrcasurv, Resource Center, “Iran Designations,” June 4, 2013. 
(h tti): /7 \vww.nea s]m ;,go~ \ -/resou r ce-centci7 sa nc(lou s/ ()FAr-l:n for cemcnt.’'Pas^es.-' 20 i.'?06( t 4.asp x) 

U.S. Department of Treasur>'. Press Release. “Treasuiy Targets Assets of Iranian Leadership" June 4, 2013, 
(h^tp://w\vw.tr^asurv■gov.^'’p^es^-ceilter■'bres:^•relcasc.s.'P.^^^es^'il 

^ Emanuele Ottolenghi & Saeed Gliasseminejad. “The Iranian Deep State is Try ing to Buy an Oil Refineiy in 
Switzerland Even Before Sanctions Have Been Lifted,” Business Insider, April 29, 2015, 
(htTp:/Avww.businessinsider.cotn.Jm ni an-deep-srnte-Trv!ng-to-bm~-s\viss-cii-refiiietv-2015-4) 

^ Benoit Faucon. “Iran's Tadbir Energ)- to Bid for French Refiiien^" The Wall Street Journal. July 4, 2012. 
(lnLt):.//vuvw.w.si.coni/ari.iclcs^'$ BlO O(/l4240.-^27023039623045?750?37(M95}]0742 ') 

Emanuele Ottolenghi & Saced Ghasseminejad, “The Iranian Deep State is TiyJng to Buy an Oil Refinery' in 
Switzerland Even Before Sanctions Have Been Lifted,” Business Insider, April 29, 2015. 

(lijip://'vvw w.bus.i«essinsi.de f.c oniJr aiija u.-dcep -sia te-try mg-to-bu v-swiss- oil- refi«cr\ ’20.15-4) 

Sec Emanuele Ouoicnghi & Saced Gluisscinincjad, “Under Tran Agrccinent. U.S. Will Dclisl All Emilies 
Controlled by Supreme Leader” Foundation for Defense ofDemocracies. July 27, 2015. 
tii tTp:/Av\vw'.defenddemocracy.oig/me-dia-hit/otto1eni!hi-ifhasseiriiiMiiad-us-wi!]--ciei j si-eLjlities<.oritrolled4')v-- 
k|l<imcyci7); U.S. restrictions will remain in place against ETKO and its designated subsidiaries for U.S. persons as 
defined in the JCPOA. According to footnote 6 of Annex TT of the JCFKJA. “For the purposes of Sections 4 and 6-7 
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sanctioned EIKO petrochemical companies were in Moscow attending Interplastica, a large 
plastics and rubber trade fair.^^ In August, a subsidiary of Italy’s Finmeccanica signed a $530- 
million contract with EIKO subsidiary Ghadir Investinent to build an electric power plant in Iran. 
The deal was signed during an official visit to Tehran by Italy’s Economic Development 
Minister Federica Guidi and Foreign Minister Paolo Gentiloni,^^ According to the U S. Treasury, 
Ghadir is a subsidiary of EIKO.'"* 

The delisting of ETKO will facilitate more such deals across Europe. Tt may also weaken the 
level of scrutiny that export-control authorities have paid to EIKO’s subsidiaries. 

The arrest of EIKO executive Behrouz Dolatzadeh is a case in point. Dolatzadeh was arrested in 
Prague in February 2012, and charged by Czech authorities with attempting to buy 3,500 U.S.- 
made M-4 assault rifles for Iran’s military.*^ According to Renters}'^ at the time of his arrest, 
Dolatzadeh was working for EIKO, He was convicted by a Czech court but then released, in 
September 2013, upon winning his appeal on a technicality even though Czech prosecutors 
appealed his release to the Czech Supreme Court. 


of lliis JCPOA. llie term ''iion-U.S. person' means any individual or eiuily. excluding (i) any United Stales citL'en, 
perniaiient resident alien, entity organised undertime laws of tlie United States or any Jurisdiction within the United 
Stales (including foreign branches), or any person in the United States, and (ii) aiw entity' owned or controlled by a 
U.S, person. For the pinposcs of (ii) of ilic preceding sentence, ancniily is 'owned or conlrollcd’ by aU.S, person if 
the U.S. person: (i) holds a 50 percemor greater equity- interest by vote or value in the entity; (ii) holds a majority of 
seats on tlie board of directors of the entity'; or (iii) otherw'ise controls tlie actions, policies, or personnel decisions of 
the entity , U.S, persons and U.S. -owned or -controlled foreign entities will continue to be generally proliibiled from 
conducting transactions of the type permitted pursuant to this JCPOA. unless authorised to do so by the U.S, 
Department of the Treasuiy'’s Ciffice of Foreign Assets Control (OF AC)." “Joint Comprehensive Plan of Action. 
Amicx 11 - Sanctions related coimiiitincnts" Vicima. July 14. 2015. ( hup:.7ccas.ciiropa.cu/si,atcmc!its- 
ceas/d oegyiran agreemenFanne'-: 2 sanctions, related commitments eu pdf) 

' ^ The tw'o companies are Polynar Petrochemical Co. and Ghaed Bassir Petrochemical Products Co. “Powerful 
Presence of Iranian Petrochemical Companies at Interplastica 2015.’’ Interplastica, accessed September 13. 2015. 
t http:.//\v\vw\mteqilastica.de/cipp.^irKl_ w w2/custon t/pub/coiitcnLoid..32498/lang.2/ticket.a ;.i_ e s F-'Pow\=;rhil_Prese 
ncc of Lrani.an Pcirocliciiiicnl Compauics at lNTr.RPI./\S'riC7v 201 5. him!) 

“Iran-Ttalia: MinistnD Guidi. Raggiungimento intesa per Accordo fra Ttaliaua Fata c Traniana Ghadir per Ccntralc 
Elettnca Combinata' Agenzw Nova. August 9, 2015. (I\ttp:/^\~vvw'.agen?^iarK)va.coiTUM/0/f i9i780./2015-08 - 
09/biismess-ae\vs’n3jmsiro-g,i.itdi-lnte$a-frn-iia! jaiia -fata-e-iraiiuiii a-gl >adir-pe.r-ccmrale-elettrica<ouibiuata) 

^*U.S. Department of Treasury', Press Release. "Treasiiiy' Targets Assets of Iranian Leadersliip" Jime 4, 2013. 

(l hT> ’ •rx:i‘,urv go^ /prebi--<:oiuei/nress--felcasc-s.‘'Paue5.0Il968.aspv) 

' ' "Freight Forwarders Banned. Imprisoned and Fined for Illegal Logistics Operations,” Handy Shipping Guide. 
March 1. 2012. 

^f^)j~ in».:g ^ud e-Com/s^^ippm^rI^^)e^vs^’'freight■^o!\\^afde^•s-ha!^led-imp^soned-and-fj^•'■ed-fQr-!jiegal- 
‘ ' itsv-'fjs 

' " Steve blccklow . 'E.xclusivc: Iranian linked to Sclad wanted by ll»c U.S. for allcmplcd anns smuggling,” Reuters, 
December 18. 2013. amD://ww.]nmters.conV3ri 3 ck/2015./i2-/i8./us-setad-fuative-idUSBRE9BI{0D02013 1218 ) 

^ According to Reuters’ Steve Stecklow, tire Czech court of appeals determined tliat his coiwiction was the result of 
entrapment by U.S. and Czech authorities. See Steve Stecklow, "Exclusive; Iranian linleed to Setad wmited by the 
U.S. for allcmplcd amis smuggling,” Reuters, December 18, 2013. (!iUp://w'vvw .ix:uicrs,coi)v''ririK-lc/20 j .3/ 1 2/i 8/us- 
setad-iiigitive-idlj SBRE9BH0D020 11 1 2 1 
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Although a federal grand jury indicted him in Arizona in February 2012,'* the U S. did not 
request Dolatzadeh’s extradition. Nor did Treasury designate the complex web of companies that 
Dolatzadeh established in Istanbul and in the Georgian cities of Tbilisi and Poti. Corporate 
entries show that once he was arrested, Dolatzadeh transferred ownership of these companies to 
another Iranian national, Jafar Kaviani, who is also an executive of a company owned by 
EIKO.''* Treasury has taken no action on Kaviani, either. 

Worryingly, companies ETKO likely established for the purpose of evading sanctions and 
helping Iranian procurement efforts will now be subject to even less scrutiny than before the 
JCPOA. 

IRGC Sanctions Windfall on Major Economic Sectors 

The JCPOA will lift blanket bans on commercial and financial transactions in entire sectors of 
Iran’s economy. That step contains three elements: sanctioned companies will be delisted by 
both the EU and U.S.; the EU will allow economic activities with Iran; and U.S. secondary 
sanctions against these sectors will be removed, continuing only to affect U.S. persons as defined 
in the agreement. 

The lifting of sanctions will further boost Tehran’s economic recovery following the temporary 
easing of sanctions provided by the 2013 interim agreement. According to the World Bank: 

“The Iranian economy rebounded out of recession, with growth estimated at 3.0% in 
2014 compared to a contraction of 1 .7% in 2013. This comes as a result of the temporary 
and partial easing of sanctions imposed on Iran’s oil exports, on the supply chain in key 
sectors of the economy — such as in the automobiles industry — and on the transactions of 
international and domestic banks, as well as a rise in consumer and business 
confidence.”^” 

A recently released report issued by the Foundation for Defense of Democracies and Roubini 
Global Economics suggests that Iran’s future economic growth might be even more vigorous: 

“An average growth of more than 4-5% in the three years starting [next year] is plausible 
if Iranian authorities continue economic reforms and begin to attract investment, and if 
Tehran is able to significantly boost oil exports.”*' 


United States of America v. Dolatzadeh. Indictment. 2:12-cr-00258-DGC (D. AZ.. Februait' 7 2012). 

In June 2013, DolaUadeh IransTerred ownersliip of liis shares at Turidsh company’s Blue Sky General Trading 
Bilgi Tcknolojilcri ic vc dis Ticarct Limited Sirkcti to Kaviani, who according to the Tehran Chamber of Commerce, 
Industry and Mines entries t htlo:/7viv v vY.icdin ir/’dii/eniilisrtiCoiii r) FiillDet:,i] as iA“cid~4'iy,.id 'i.i &Did - 3 5 ). is 
managing director for Ofogh Afro/ lina tiitlD://vvw\v. leiaralajj iias.coin/iiiia’aes/iiMiotdin£/oloaliafro/.!Dn). a 
company owned by EIKO’s iiivcsling subsidiary Tcjaral Almas Mobiii f hirni.wvvwvv. iciara lalmas.c om /iiidc x hlini#). 

World Bank, Countries, ’Tran Coimtrv' overview,” accessed September 8, 2015. 
r!itrp:/yww w.worjdbaiik.ow /' eirco ii iitTv7i nit v'overvIevv ) 

Mark Dubowil/, Annie Fi.xlcr, & Rachel Zicniba. “Tran’s Mysicrioiis Shrinking Reserves: Esiimaling llie Value of 
Tehran’s Foreign Assets” Foundation for Defense of Democracies (f Roubini (ilobal F.cononncs. September 20 1 5. 
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The IRGC investment portfolio is robust, including substantial shares in 14 companies publicly 
traded on Tehran’s Stock Exchange (TSE) with a combined value of $17 billion. There are an 
additional 13 publicly traded companies with significant ownership by the IRGC, Armed Forces, 
and Basij. (See Appendix I) The Basij is a passive defense civil militia that also serves as an 
indoctrination tool and is linked to a significant portion of Iran’s human rights abuses. 

Taken together, these 27 companies are worth more than 20% of the TSE, and are valued at 
$16.5 billion. Former senior IRGC commanders who have never been subjected to sanctions sit 
on their boards. These estimates do not account for the hundreds of non-publicly-traded 
companies in which the IRGC holds controlling stakes. 

Automotive Sector 

The U.S. Treasury targeted Tehran’s automotive sector in June 2013. Then-Undersecretary of the 
Treasury for Terrorism and Finance Intelligence David Cohen explained that the sector “is a 
significant contributor to its overall economic activity, generating funds that help prop up the rial 
and the regime.”^’ In January 2014, the interim Joint Plan of Action agreement suspended 
sanctions against the automotive sector. With the signing of the JCPOA, however, that industry 
is set to further benefit in two significant ways: 

• Easier access to dual-use technology for the automotive sector, which will also benefit 
from the general improvement of the economy 

• Easier access to financing, foreign investment, and technology transfers 

The automotive industry relies on dual-use technology, which includes liber lasers for industrial 
welding and cutting, electron-beam welding machines for automatic transmission systems,^"’ 
flow-forming machines for rotational manufacture, and fiber-winding machines for the 
production of CNG pressure vessels and battery containers.^ These technologies have 
applications in the aerospace, defense, and nuclear industries. Lifting bans on such exports is 


f hTlp://\v\v\v.dcfeiiddemocracv.or^>'conic nf/ upto<ids.'pubilic:'U<)nsi'FT>DRoi]bii»_Rqy)it Jians_nivsieiious_ shrintiuiti 
reseives.ndf) 

Tliis number is tlieir combined value on August 3J, 2015 on the Teliran Stock Exchance f ^^vri.v.tsc.ir' ). See more: 
Alcxi Moslrous, Billy Kcnbcr & Hugh Tomlinson, ‘Tranian Militia to Grab British Cash” The Times (U.K.), August 
26, 2015. (hTtp:/Avwv>.thetinies . co.uk/tio/new 5Avo»i d;’middjeenst/article45.1R[2.5,£ce) 

U.S. Department of Treasury, Press Release. ‘Testimony Of Under Secretary for Terrorism And Financial 
Inlelhgence David Cohen Before The Senate Committee On Banking, Housing And Urban Affairs On Tran 
Sanctions: Ensuring Robust Enforcement, And Assessing Next Steps,’” June 4, 2013, 
( 'htti):/7ww\'\'.TreasiUT,gov/press-eenter/nress-n;;leases>'Pa!iesyiH969.a'Sux) 

James Harrington, "Dual-Use Teclmologies and Export Controls,” U.S. Deparimeni of State ’s Jefferson Science 
Lecture Series, March 31, 2009. ( luip://w\vw-s(aiC-gC)v/c.*slas.'scrics.T542 i 1 .him) 

‘Electron Beam Welding Teclniology'. ” EBE Electron Becun Engineering Inc. Company Website, accessed 
September 13, 2015. (litt|;:.//wmv.ebeinc.coiri/'Electron-Beam-Teclmologv.hti«j ) 

"Enlcc Company Brochure,” Entec Composite Machines Inc. Company Website, accessed September 13, 2015. 
fh?rjv//'cniec.condEnTcc^A20companyT;j20brochure final. pdn 
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problematic, given the regime’s significant presence in this sector and considering past eases of 
Iran’s illicit procurement under the guise of automotive sector technology transfers. 

In June 2013, the U.S. Treasury sanctioned a German factory, MCS International GmbH, along 
with its Iranian corporate owner - a religious foundation operating under the umbrella of 
EfKO.^’ MCS - a producer of cylinders for hybrid cars - held a flow-forming machine in its 
inventory that the regime sought to import to Iran shortly after buying the company in 2003 .^* 

After German authorities denied them an export license, the Iranian owners of MCS frequently 
sent delegations of Iranian engineers for long periods to MCS in Germany. Eventually, they 
established a replica of the German factory in Iran, Pars MCS, which Treasury sanctioned in 
June 2013. 

The IRGC is also active in the automotive sector, with five companies listed on the TSE: 
Bahman Group, Iran Tractor Manufacturing, Iran Tractor Foundry Company, Motorsazan Diesel 
and Gas Engines, and Iran Casting Industries. 

Bahman Group is Iran’s third largest carmaker and the proprietor of a license to produce Mazda 
cars for the domestic market. Bahman Group currently has a market value of approximately $300 
million. It controls 24 companies, including a share in Bahman Investment Co., another 
publicly traded company whose market value is currently estimated at around $80 million.'™ The 
board has five members, representing five companies. Four companies are IRGC-owned.'" 

The firm is a case study that illustrates how IRGC companies are structured to obfuscate 
corporate governance information as a means to evade sanctions. The two company shareholders 
that jointly control Bahman Group - Fan Pardazan Bahman Co. (27.41%) and Andishe Fardah 
Investment Company (25.62%)^^ - are both owned by Bahman Group itself The identity of the 
board of directors, however, reveals IRGC control over the company. 


U.S. Department of Treasurv’. Press Release. "Treasuiy Targets Assets of Iranian Leadership,’ June 4, 2013. 
(' littp:./,%vvw. tre asur\\U05~/press-ceiUci7press-reie.iises.']hitics/illP<AH.usp\ ) 

Micliacl Birnbauin & Joby Warrick, "A Mysterious Iranian-run Factory in Germany,” The Washington Post, April 
15. 2013. t 'http!~://\^i\'w.vvashiriLh,oupQst.coiiiVorid/ciirope/a-iiu^sierious-iiamaiL-nin"lbctoiY-m- 
c;cjiiianv./2013/0’j/] .^/922 59d7a-a29r--l Ic2-K2bc-5I i53Hac90a4 slorv.hlmi) 

’Ovviicrsliip Status of Companies,” Bahman Group Company Website, Accessed September 12, 2015. 
(http:/A\\v\v.bahiTiangi'oup. con i.<eiv‘'index,pbp/c-ompanic s/ownen;h ip -sta tus) 

Baliman Group owns 32.6% of Balunan Investment. 

'"Gorouh-e Bahman (Balunan Group) - Sahamdaran (Shareholders)” Tehr<m Stock Exchange, accessed 
September 13, 2015. ri ito://iiew.lsc-iT/'[nstrmneTU-]itmlVIRQlBH?viN000i) 

'Corporate entry for Aiidislie Fardah Inveslmenl Co.” Iran OJficialJournal , November 23, 2009. 

rhtm:.//ww-w.gazetre.jr/()etailasp‘:^Newsjj)-925341495024623&papeiil.)-93186944l925668 ) 
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Company Name 

Registration 

Number 

Previnus 

Representative 

Current 

Representative 

National Identity 
Number 

Position 

Azeiiiaijaii Diesel 
Vehicle 

.VlaiiiifacTiircrs 

Company 

(.ADV^MC)’’ 

18527 

Masih Mashhadi 

Tafreshi 

Gholam TTossein Taghi 
Ketaj Maldcsliali 

5689642991 

Chairman 

,\iidisheli Melivaian 

Inveslinenl 
C'ompany (.AVIIC')'' 

203970 

Mohammad Reza 

Soroush 

Mohammad Reza 

Sorousli 

0569744441 

Vico Chairman 

Negin Royal Sahel 
Company (NRHC)'' 

322430 

Mdiammad F^skandari 

Kazem Motameditai' 

6439554832 

Board Memher 

TadhirGaTan Aiieh 

Iranian Iiivcstnicnt 

246077 

Se\ yed Mebdi 
Mora\-alian 

Reza Asem 
Nakhjcvaiii 

0041160851 

Boai'd Membei' 

Iran Credit 

hivestnient 
Company (ICIC)’’ 

14046 

.All Roslami 

Hadi Agha Bahai 


Board Memher 


Bahman Group and the firms that control it are TRGC companies. The same goes for Bahman 
Group’s corporate governance and its 24 subsidiaries, many of which are 100% owned by 
Bahman Group, including 11 after-sales automobile services companies, five financial 
investment companies, three energy companies, three trading houses, and one car insurance 
company. Bahman Group has thus far eluded designation, but it is still eligible for designation, 
even under the JCPOA. Failure to designate Bahman Group will only enrich the IRGC through 
Iran’s automotive sector. 


ADVMC is a subsidian- of Iran Tractor Manufacturing Company - itself a subsidiaiy of Mehr Eghtesad Iranian 
liwestnient Con^am- (MEllC). The latter is a subsidiiuy' of Mehr Eghtesad Bank, owned by the IRGC’s Basij 
Cooperative Foundalion and designated by Treasury on June 23. li)\\/"Sherkaiha-ye Take (Subsidiaries) ” Iran 
Tractor Manufacturing Group, accessed September 2, 2015 ( hup v' /www.itm co.ir/ns00 3 t aspx) : and "Darbare-ye 
i\da (About Us),’' Iran Tractor Manufacturing Group, accessed September 2, 2015. 

(htlD:,7vvvvw-.iUn..co.ir/pir>(.)U.asD^) : Treasury’s designation of Mclir Bank; U.S. Dcpariincni of Treasury , Press 
Release. “Fact Sheet: Treasury- Sanctions Major Iranian Commercial Entities,’* June 23. 2011. 
(l iTq ?: //\vw\V-t]:easim--gov/prcss-cciitcr/prcss-veic:Lses/’Pnges-1gi2n.asp\ ) 

AMTC is a subsidiary- of Iran Zinc Mines De\'elopment Compam^ which is controlled by METTC. '^Sannayc 
Gozari-ye Andishe Mehvaran (Andisheh Mehvaran Investment), Iran Zinc Mines Development Company, accessed 
September 2, 2015. ( lmp://i/]ii.dc.coiu/?i>a.f’C 121) 

NRHC's board members are METT. TATI, and Tajalli Samane Investment Company, The latter is a subsidiary' of 
IRGC-owned Melir Eghtesad Iranian Brokerage Conpany. “Agahiye Taghirat-e Sherkat-e Negin Sahel Royal 
(Cliange Bulletin for Negin Sahel Royal Company),” Iranian OJficialJournal, January' 13, 2013, 
( hftp:,-AYWw'.ga7Cttc.ir/T)ciail.asi)?NcwsID^9 1 7-1 1 2606859553&DaDcrTD^9 162064528 1 7003 ): and Darbare-ye Ma 
(About \]s), Mehr Eghtesad Iranian Brokerage Company Website, accessed September 2. 2015. 
(Lll.tp2Mciboi!t;sC:.vOiiy7labidv:3kl) 

TATT is a subsidiary ofMElTC: "‘Sherkai-e Tadhirgaran-e Aiieh (Tadbirgaran Alich Company),” Mehr Eghtesad 
Bank, accessed September 2, 2015. (ht{i>://niebanttjr/mdex.asDx?siteid^^l&pagetd'^207') 

’ ICIC was. until recently, a subsidiary' of Bahman Group. 

"Ownership Status of Companies,” Bahman Group Company IVehsiie, Accessed September 12, 2015. 
fhtTp'/.'wwwbalimangroiip com/en/indc\.Dhp/comjyinl^2ownership-status) 
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Oil, Gas, and Petrochemical Sectors 

The IRGC will benefit from the end of sanctions against Iran’s energy sector in two ways: 

• TRGC firms already own important contracts across the entire sector and will win more as 
foreign capital and technology return to Tran’s energy industry. 

• The JCPOA will permanently remove barriers to trade in the petrochemical sector, 
allowing renewed Iranian access to sensitive dual-use technology. 

The lifting of energy sanctions will enable Iran to draw investment and foreign companies for 
both upstream and downstream projects. The Iranian energy sector is also going to benefit from 
access to Western technology that was previously restricted by EU sanctions- including liquid 
natural gas technology, refining, and petrochemicals production. IRGG companies now stand to 
gain from Iran’s state-owned energy companies’ ability to issue bonds to finance projects, and 
from the ability of delisted state companies to procure technology for these projects. 

South Pars, a vast natural gas field, is a case in point. After EU sanctions pushed European 
companies out of the field in late 2010, contracts eventually went to TRGC subsidiaries like the 
Sepanir Oil and Gas Development Company. Sepanir was sanctioned in June 2010 under UN 
Security Council Resolution 1929, and the U S. Treasury added it to its list of IRGC-designated 
entities the same month.'*^ EU sanctions against Iran’s natural gas sector prevented access to 
technology critical for the development of the project. 

These restrictions are set to change under the JCPOA, even as Sepanir will remain under U.S. 
sanctions, and until Transition Day, will remain under EU sanctions. Much of the procurement 
and manufacturing of technology is being conducted by Mapna Boiler Co.,'^^ a subsidiary of the 
Iranian giant Mapna Group, which is under neither EU nor U.S. sanctions, despite being 
designated by Canada"^' and the United Kingdom for its ties to the Islamic Republic of Iran’s 
prohibited nuclear and ballistic missile programmes."*^ 


U.S. Dcpariiiiciil ofTrcasurv. Press Release. "Fact Sheet; U.S. Trcasur>' Deparlmenl Targets Iran’s Nuclear and 
Missile Programs." June 16. 2010. ('h1lp://v.-'\vvt.1reasun'.g.ov7ptx^ss-cettfer/prer> s- releasey'Pages/Tg747.a5nx) 

‘‘Project’s Name: Soiitli Pars (Phase 15 & 16).” Projects Website, Mapna Boiler and Equipment Engineering and 
Manufacturing Company, accessed Sepleiriber 13, 2015. 

( http:/Av\\~vv.inapnnboiicr.coi!i/Proi ccrs/'N fapruiBoilcrProiccts./tab>d/258^-igcinTvpc.’'Vic\ Y.'Trop crt\TD/68,-T)cfau .lt.as p.x 

“Special Economic Measures (Iran) Regulations” SOR/2010-165. Amended Version, May 29. 2013. 
lois.jiiSlicc.g.c.ca/eria/rcaulauon.s/sof-20I0-I65.TujUeNt.lumi ) 

Department for Business Innovation & Skills, Export Control Organization. “Guidance Iran List," November 19. 
2013. ( l}ttps.,4''vA\vv.go\ -j.]k/go^remineiit.''pul>lications/i]~aii-]is£.AmH--Iist) 

'' One ofMapiia’s subsidiaries. Mapna Turbine Blade Mamilacluriiig Engineering Co., was cited as llie end-user for 
a procurement of dual-use technology in the June 2014 report of tl»e UN Panel of Experts in charge of reporting on 
the implementation of UN Securit)- Council resolution 1929. Panel of Experts established pursuant to Security 
Council resolution 1929. United Nations. “Final report of the Panel of Experts estoblished pursuant to resolution 
1929 (2010)” June 5. 2014. page 1.3. ( hltp:.Awvvw.sccur ity cotxnci l're pO Tl.org'at EcP% 7B6 5BFC F9Ety6D27-4E9C- 
8CD 3-rF6F4FF9(>FF9%7D/S 20 1 4 394.pd.n 

Foundation for Defense of Democracies www.defenddemocracy.org 

9 



18 


Dr. Einanuele Ottolenghi September 17, 2015 

Mapna has an extensive network of overseas procurement offices/^"^ Their ability to expand 
procurement and help Sepanir is assured by the lifting of sectorial sanctions, which will begin on 
Implementation Day. 

Similarly, the lifting of oil sanctions, including access to sector-specific technology, will benefit 
the TRGC -owned National Tran Oil Company (NTOC) and its many subsidiaries, which the EU is 
set to delist on Implementation Day. For example, the South Yaran oil field, a project owned by 
NIOC’s subsidiary the Petroleum Engineering Development Company (PEDEC). Production at 
South Yaran is set to begin in mid-2016 and will yield approximately 50,000 barrels per day.^'"’ 
According to Fars News, “National Iranian Drilling Company (NIDC), Puya Energy Kish, Naft 
Kar and Khatam al-Anbia Construction Headquarters are in charge of drilling.”'^^ These are all 
IRGC companies that stand to gain experience and contracts, as Iran seeks to make up for lost 
time and investment in its energy sector. 

Iran’s petrochemical products are, after oil, the country’s largest source of foreign income and its 
second-leading export. While not a majority owner in any of the petrochemical companies 
publicly traded on the TSE, the IRGC holds major stakes in: 

• Kermanshah Petrochemical Industries Co. (market value: $362.6 million)"^^ 

• Pardis Petrochemical Co. (market value: $1.62 billion)**^ 

• Parsian Oil & Gas Development Co. (market value: $2.6 billion)^^ 

• Shiraz Petrochemical Co. (market value: $527.8 million)^^ 


Mapna liueniiitioniil FZE (U AE). Mapna Imemalioniil Shanghai (China), Mapiiii Europe GmbH (Gerirumy), 
Mapna Tialia srl (Tialy), Energy Trading Elcirik Sanayi vc Ticarcl Liuhlcd Sirkcli and Ms Uluslararasi Enciji Yaiinm 
Anonim §irketi (Turkey), and Kura tiidustrial Trading LLC (Republic of Georgia). Corporate entries for Mapna 
Europe GnibH are available at (jemiany’s commercial registry portal ( mvw.iuiiKielsi~eu.ister.de) : Mapna Italia are 
available ai Italy’s coimucrcial rcgisliy (vv^w.rceistfoitnnnese.it) : Mapna subsidiaries in Turkey arc available from 
the website of Istanbul's Chamber of Commerce (mvw.ito.org.tr) : entries for Kura Industrial Trading LLC, showing 
tliat Kura is a wholly owned subsidiary' of Eletrik Sanayi are available from the official Georgian commercial 
''egistty^ (httpi/yenrea:. reesf ri, trov. ae) . 

“Drilling of South Yaran Oil Field Kicked Off,” Petroleum Engineering and Development Company, August 1. 
2013. ( luip://pcdcc. ir/cii’''dciaiN25 1 0 ) 

“South Yaran Operational by March 2016,” Fars News, August 3. 2015. 

( litLT’:.7eiiglisli.faisnews.coTu/iie\vstcxt as~px'.h>n~l 394051 1(X)Q976 ) 

'' '"Sanaye Peiruchimi-e Kermanshah (Kennaiisliah Petroctemical Industries) - Sahamc/aran (Sliareholders)” 

Tehran Securities Exchange Technologv Management Companw accessed September 13. 20 15. 
( bttD://www.Tsetmc.cc ] iyLoader.a.spx‘/ParTree"^t5i3n&i---3843720i078Q8929 0#). 

"Pelrochimi-ye Pardis (Pardis Pelrocliemical) - Sahamdaran (Sliareholders).” Tehran Securities Exchange 
Technology' Management Company, accessed September 13, 2015. 
rhttD:/Vwww,lsetmc.conv'Loader-asox?PaiTree^ 15131 ! &{^20562694899904330#) 

'"Gostaresh Naji va-Gaz Parsian (Parsian Oil and Gas Development Co.) - Sahamdaran (Sluireholders),” Tehran 
Securities Exchange Technologv Management Company, accessed Scplcmbcr 13, 2015, 
(littp:/.''www.tseTmc.coiiVLoadcr.aspx‘^Pa?T ree^ 1 5 1 3 H &i-2 144 1 366 i 1 1375722#) 
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Revenue from dividends and interest generated by these investments goes to pay retirement 
funds, insurance, and social security for military personnel and their families. Growth in revenue 
from these investments means assured resources to support members of the IRGC - including the 
Quds Force and Basij - and their families. 

The Guards can also benefit from the lifting of sanctions against technology transfers to Tran, 
especially given their dual-use applications. 

Western sanctions against Iran's petrochemical sector date back to the United Nations Security 
Council Resolution 1929 in 2010,"^ In its preamble, UNSCR 1929 noted: 

''[T]he potential connection between Iran’s revenues derived from its energy sector and 
the funding of Iran’s proliferation-sensitive nuclear activities, and further noting that 
chemical process equipment and materials required for the petrochemical industry have 
much in common with those required for certain sensitive nuclear fuel cycle activities.” 

The European Union sanctioned Iran’s petrochemical sector in March 2012. EU sanctions 
targeted both Iranian exports of petrochemical products (as well as associated serv'ices) and 
Iranian imports of technology for the petrochemical sector. The U.S. Treasury blacklisted eight 
Iranian petrochemical companies in May 2013. " 

The November 2013 Joint Plan of Action interim agreement suspended sanctions against Iranian 
exports of petrochemicals, enabling 14 companies to sell their products. That agreement left in 
place sanctions against Iranian purchases of technology. The JCPOA will give Iranian 
petrochemical companies, including those owned by the IRGC, access to sensitive dual-use 
technology, 


"PetrocMmi-e Shiraz (Shiraz Petrochemical) - Sahamdaran (Slwreliolders)," Tehran Securities Exchange 
Technology Management Company, accessed September 13. 2015. 

(lU!p://\v\vvv.lscimc.coiii/Loadcr.asp.s?ParTrcc- l.'S 3 ,3 1 ]<li- 38.568786927478796#) 

United Nations Security Council. "Resolution 1929 (2010)." June 9, 2010. 

(ht t p://\vww.iiit.ory'‘cii/^a^sfcaivli/\ic\v doc asp'.Nyrubot~SyRES,'1929*^<2 820 10%29 ') 

^‘U.S. Department of Treasurv’. Press Release, **U.S. AniiouiKes New Sanctions against Iran" May 31. 2013 
('http:/.''\Yww.Lre;isu)y-go 'V press-ccuter/fn'css-fciCtises.Taueiv)ii%5-aspx ): U.S. Department of State. Spokesperson, 
"Companies Sanctioned under Iran Sanctions Authorities,” May 31, 2013. 

(ht tD:/.aYww.stfite.gov/r/na/iir*>/()s,^20 i. •■^05/ 2 1 (>147. htni) 

U.S. Department of State. Office of the Spokesperson. "Guidance Relating to the Provision of Certain Temporaiy 
Sanctions Relief in Order to Implement the Joint Plan of Action Reacted on November 24, 2013, Between llie P5+1 
and the Islamic Republic of Tran," January' 20. 2014. 

( littu:/7wYvw-state.Eov/tViiea>’i]s/220049-htm ): The companies w'ere; (I) Bandar Imam Petrochemical Company; (2) 
Bou Ali Sina Pelroctemical Coinjany; (3) Gliaed Bassir Peltocteiuical Products Conq)an> ; (4) Iran Petrochemical 
Cortmicrcial Company; (5) Jam Petrochemical Coinpain-; (6) Maijan Petrochemical Company; (7) Mobin 
Petrochemical Company; (8) National Petrochemical CompaiU': (9) Nouri Petrochemical Compaity; (10) Pars 
Petrochemical Company; (11) Sadaf Petrochemical Assaluyeh Con^any; (12) Shiiliid Tondgooyan Petrochemical 
Company; (13) Sha/and Petrochemical Company; and (14) Tabriz. Petrochemical Company. Ghacd Bassir 
Petrochemical Products Compaiw is a subsidiary- of the Headquarters of the Execution of the Tmain Khomeini Order. 
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Metals and Minerals 

Iran’s mining sector is an important source of revenue for the country’s economy as well as a 
supplier of raw materials for its developing industry. According to the Organization for 
Investment Economic and Technical Assistance of Iran, “Iran has the world’s largest zinc 
reserves and second-largest reserves of copper.” 

The publicly traded Iran Zinc Mines Development Company (IZMDCO) is the principal owner 
and producer of Iranian zinc, with an $80-million market value and control of an important 
chunk of the country’s extractive activities. With the lifting of sanctions against the Islamic 
Republic’s banking and transport sectors, Iranian metals and minerals exports will become a 
more affordable option for international buyers. IZMDCO, which is majority-owned by the 
IRGC,"' will thus benefit from the general climate of economic improvement, access to modem 
extraction technology, financing, cheaper delivery costs, and potentially foreign investment. 

The metallurgic sector is also critical to Iran’s economic health. Iran’s largest aluminum 
producer, Iran Aluminum Company or IRALCO, was sanctioned by the European Union in 
December 2012 because it assisted “designated entities to violate the provisions of UN and EU 
sanctions on Iran and is directly supporting Iran’s proliferation sensitive nuclear activities. As of 
mid-2012 IRALCO had a contract to supply aluminum to EU-designated Iran Centrifuge 
Technology Company.”**’ Because IRALCO was sanctioned for nuclear-related activities alone, 
the EU will delist it on Implementation Day. The U.S. never designated IRALCO, and therefore 
has no secondary sanctions against the firm. According to IRALCO’s July 2015 report, the 
IRGC-owned (and U.S. -sanctioned) Mehr Eghtesad Iranian Investment owns 20% of the 
company.” 

IRALCO, which supplied the Iranian nuclear program with aluminum to build centrifuges - and 
whose revenues help fill the IRGC’s financial coffers - is now slated to benefit from the 
economic boom the JCPOA will generate. 


“Industry and Mining - Overview” Invest in Iran Organization for Investment Economic and Technical 
Assistance of Iran website, accessed September 13. 2015. (http://u*mv.in\'estinin-Hi,ir/cn/sectOi's/indusrn’) 

‘"Toseyeh Mo 'odan Roiiyeh Iran - Sahamdaran (Iran Zinc Mines Development Company - Shareholders).” 

Tehran Securities Exchange Technohgv Management Conifyany. accessed September 1 3. 20 1 5. 
thlqT://'vVw\V-!!jctmc.coia'Lo:ider.aspx?P:ii'Trec" 15 i 3 1 l&i~22?S'^503 .1 0J67 957 3): The IRGC owns a combined 
51.8% of IZMDCO llirough live companies: Mclir Eglilcsad Financial Group (18.4%), Mclir EglUesad Iranian 
Tmestment Compaiw (18,39%), Tadbir Garan Alieh Iranian Iiwestment Compaiw (9. 1 1%), Negin Sahel Royal 
Company (3.26%). and tlie mineral con^any Calciinin (2.65%). 

''Council Implemenling Regulation (EU) No 1264/2012 0121 December 2012 iii^lemenling Regulation (EU) No 
267/2012 concerning restrictive measures against Tran,” OfficialJournal of the F.uropean Union. December 22, 
2012, page 356/57. entrj' No. 6. 

(li(ip:/yeii2'-i£.\.euro pa. cu,''Lze-\UnSef\7Le.\Ui iSepF'.do ? uii^Oj: E:2 012: 356:0055: 006 0:en:FDF) 

^ Trcasim sanclioncd Mclir Eghicsad for being owned by Mclir Bank, aiiolhcr subsidiarv of Ihc TRGC, U.S. 
Department of Treasuos Press Release. ‘Tact Sheet: Treasim- Sanctions Major Iranian Commercial Entities," June 
23. 2011 (i)t[p://\iwTA,treMSi]rv .gov/press-ceuteiv'prcss-releases.''Page5/tg].2i7.;ssp x'): imd U.S Department of Treasur\’, 
Press Release, ‘Tact Shed: Treasury Designates Iranian Entities Tied to the TRGC and TRTSL,” December 21, 2010. 
rjittp:/V'www.treasim'.gov/press-center/pfess-rcieascs.Pai'e.s/tglOi().aspx) 
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Telecommunications 

Another sector where the IRGC is bound to reap economic benefits is telecommunications. The 
IRGC controls Iran’s largest telecom company, the Telecommunication Company of Iran or 
TCI.^* The Guards bought the formerly government-owned company in September 2009 in a 
controversial bid that at the last minute disqualified the only non-TRGC offer.^^ TCTs main 
shareholder is now Toseye Etemad Mobin (50%), a company controlled by the IRGC jointly 
with the supreme leader’s financial network, through two companies - the Tadbir Group-owned 
Gostaresh Electronic Mobin and Shahriar Mahestan Company. 

TCI has a monopoly over Iran’s landlines, and thus controls much of the country’s Internet 
traffic. As Al-Monitor reported in August 2013, all three mobile operators in Iran are directly or 
indirectly partners with IRGC -affiliated companies. 

The IRGC will also now be in a position to benefit from sensitive monitoring technology it can 
put to its advantage to enhance its surveillance abilities against the country’s dissidents. Reiners 
reported in 2012 that China’s ZTE Corporation sold TCI “a powerful surveillance system 
capable of monitoring landline, mobile and internet communications."’’' TCI was never 
sanctioned by the U.S. or EU, either for its IRGC ownership or potential role in humanrights 
violations. Instead, the U.S. Department of State in 2013 designated an IRGC-subsidiary, Ofogh 
Saberin Engineering Development Company, under Executive Order 13628, for its “material 
support to censorship or other activities” in the 2009 security crackdown.^^ The subsidiary 
remains under sanctions, but the State Department did not explicitly identify the firm as an IRGC 
firm. 

Iran’s telecom sector will attract foreign investment and gain significant access to advanced 
technology. The IRGC will thus increase revenue, as well as its ability to spy on and censor its 
citizens, under the JCPOA. 


Michael Slackmair "Elite Guard in Iran Tightens Grip \ritli Media Move.” The Rew York Times, October 8, 2009. 

tiiUn: /'Avwvv.iivlin>es.coiir''.2009.00.'' 09.morid/mHidl e easi,' 0 9iniii . lUinl? r-tj) 

’■’’Robin Wright, editor, The Iran Primer. (Washington, DC: United States Institute of Peace, 2010), page 55. 

Khoiirosh Avaei. "Wliatto expect in Iran’s Telecom Sector,”, 4/-3/(W/ror, August 18, 2013. fht lD://'''.vffw al- 
.niQiiiior.co|iypulsc/Mgiiuiiai2013,ip8/cr\pecldran-tdecom-sector.lrimi#) 

’’’ Sieve Siceklow, "Special Report: Chinese Finn helps Iran spy on its Citizens, ’’ Reider.s, 22 March 2012. 
Oi tto:/,'g ww.feiileB.coiir'ani cle.''2012/Oj,i'22/ns-iian-teleeoms-idUSBPvE82LOB 820120j22) 

■’"U.S. Department of State. Office of the Spokespersoit, "United States Takes Action to Facilitate Conuniinications 
by the Iranian People and Targets Iranian Govemincnt Censorship,” May 30, 2013. 

rntTPl.Avwvr state.gov,:r/p.a.in!-s/ps/20 1 3.’0.v7. 10t02.hlm) 
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Transport 

The IRGC is also set to benefit from the lifting of sanctions against the transport sector in three 
ways: 

• The TRGC has relied on Iran’s largest shipping and aviation companies - including the 
state-owned Islamic Republic of Iran Shipping Lines (IRISL) and its subsidiaries, and the 
state-owned Iran Air^^ - to carry military equipment and personnel to proxies abroad. 
Both companies are now being delisted by the U S. and 

• The U S. commitment to lift restrictions on sales of aircraft, spare parts, and maintenance 
services will allow the Iran Air fleet - which the U.S. Treasury sanctioned as an 
accessory to war crimes in Syria - to improve the quality and reliability of its air services 
to its customers, including the IRGC. 

• The IRGC controls and manages most Iranian commercial ports. Although its biggest 
port operator, Tidewater Middle East PLC, remains under U.S. and EU sanctions until 
Transition Day, the inevitable increase in shipping prompted by the lifting of sanctions 
will enrich IRGC -owned companies managing container tenninals and port services. 

• The IRGC is involved in transportation-related infrastructure projects nationwide 
including railway networks, port expansion, highway improvement, and high-velocity 
trains. The lifting of sanctions will provide better access to financing, technology 
transfers, and international partners for these IRGC projects. 

Recent contracts issued by the Islamic Republic of Iran Railways illustrate how it is impossible 
to insulate the IRGC from the lifting of sectorial bans. In February 2015, work began on a $2.7- 
billion project to link Tehran to Isfahan by high-speed railway. The project is spearheaded by the 
China Railway Engineering Corporation, together with the U.S.-, EU-, and UN-sanctioned 
construction giant Khatam al-Anbiya. Financing will come partially from Iran’s Bank of Industry 


According to Treasuy, “Tran Air has shipped militay-related equipment on behalf of the TRGC since 2006. and in 
September aiid November 2008. Iran Air sliipped aircraft-related raw materials to a MODAFL-associated company, 
including Ulanium sheds, wliicli Iiavc dual-iisc mililarv' applicalioiis aiid can be used in support of adv anced 
weapons programs. Rockets or missiles liave been transported via Tran Air passenger aircraft, and TRGC officers 
occasionally take control over Iran Air flights carr>’ing special IRGC-related cargo. The IRGC is also known to 
disguise and manifest such sliipmenls as medicine and generic spare parts, and IRGC officers liave discouraged Iran 
Air pilots from inspecting potentially dangerous TRGC-rclatcd cargo being carried aboard a commercial Tran Air 
aircraft, including to Syria. Additionally, commercial Iran Air flights liave also been used to transport missile or 
rocket coii^joiients to Syria;” U.S. Department of Treasuiv-, Press Release. "Fact Sheet: Treasury Sanctions Major 
Iranian Commercial Entities” June 23, 201 1 . t lKtT>:/Avvv\v.(rcasun.oov/prcs.s-ccTi(cr.'prcss- 
fcleases/Pa ges/te 1 2 1 7.asnx) . 

U.S. Department of Treasury’, Press Releiise. “Fact Sheet: Treasury Sanctions Major Imikm Coimnercial 
Emilies,” 

June 23. 201 1. (' hftp:/mvvw.treasurv.go’w'press-center/piess-rel.e3ses/Page.s./tgi2i7,.ispx') . 
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and Mine,^' a government-owned entity that the U.S. Treasury sanctioned in 2011^^ and the EU 
sanctioned in 2012, but which will be removed from both sanctions lists on hnplementation Day. 

A few days before the JCPOA was signed, Iran’s railways authorities announced another deal to 
revamp train stations in Tehran, Qom, and Mashhad.^^ The contract, awarded to French state- 
owned company AREP, is part of a $25-billion project to modernize Tran’s railways. Tn the 
words of Mohsen Pourseyed-Aqa’ie, the head of the Islamic Republic of Tran Railways, '‘All the 
contracting work for construction and upgrades would be carried out by Iranian companies, with 
outside companies brought in for design work and other kinds of consultancy.”^*^ We can expect 
IRGC firms to benefit. 

The lifting of aviation restrictions poses other challenges. Under Section 5.1.1 of the JCPOA’s 
Annex II, Washington will “allow for the sale of commercial passenger aircraft and related parts 
and services to Iran,” as well as the export, lease, and transfer of aircraft, and the provision of 
associated services to aircraft, provided they are “for exclusively civil aviation end-use.”^’'^ 

This provision is designed to allow Iranian airlines to modernize their aging fleet^'^ while 
warning them of the risks involved in serving as fronts for entities still on Treasury's Specially 
Designated Nationals (SDN) list and in lending their planes for logistical support of terrorism 
abroad. Iranian airlines like Mahan Air and Yas Air, which Washington has targeted for ferrying 
weapons and personnel to Syria, will remain under U.S. sanctions. On Implementation Day, 
however, the U.S. will delist Aban Air, Iran Air, and Iranair Tours - three other Iranian airlines 
previously involved in such conduct. 

Aban Air was designated under Executive Order 13382 in May 2013 for providing support to 
Iran Air and the IRGC. According to Treasury, “the IRGC used Aban Air to clandestinely ship 
cargo to and from Iran,”^* Yet Aban Air, according to the JCPOA, will be able to modernize its 
fleet without any guarantee that it will not engage in similar activities in the future. 


Iran's Banl^of Indusny and Mine, Press Release. “President Rouliaiii Officially Starts Teliran-lsfalian High-Speed 
Rail Project,” March 3, 2015, ( liUp:/7cnbim.ir/dc<ai].'i:)F>OK!^?^72.bun ) 

U.S. Department of Treasury. Press Release, “Treasurj- Designates Iranian State-Owned Bank for Facilitating 
Iran's Proliferation Activities.” May 17. 2011. 

( ht!p:/AYW’A.trcasiiiv.gov/Dress-cent c -r.'ore'ss-rc>ease^^Pages/tg1 
David Rogers. “French Transport Consultant Wins First Contract in $25bn Iranian Rail programme.” Globa! 
Comiruciiofi Review, Julv 6, 2015. (I iilp://vv\v\v.gjc>bak;c{ist ruciionro\i.Cvv.c:oiTv'ncvvs/frcncli-traiisp8ri- 
Cnn6sii0l<)i4a2nt8-0w'6i4n2s-fi8r8st.-0 

David Rogers. “French transport Consultant Wins First Contract in $25bn Iranian Rail progranmie.” Global 
Comlrvciion Review, July 6, 2015. ]uip://w\v\v.eiobalconslaiCtion.revie\v.c-oiiv n c\v5/j''ieucli-iransp8r[- 
con6suOI6T4a2n{S-Ow6i4n2s-fi8r8st/ - 

“Joint Comprehensive Plan of Action - Aiutex II - Sanctions related commitments.” July 14, 2015, Section 5.1.1. 
(lillp://eeas.europa.eu/slaleiiieiils-eeas/docs/iraii_agreemenl/annex_2_sanclions_relaled_coimmlmeiils_eiLpdl) 

' Aaron S. Goldblall & Roo/bch Aliabadi. “How Sanctions Relief will impact Tran's Civil Aviation Tndusm The 
Hill June 5, 2014. nitt p://theMl,com/blogs,‘^c on gross-blo&TQieigii-DoUcY/20S085-ho\Y-saiicUons-roIjer-wi[l-inipa ct- 
irans-civil-aviation) 

^ U.S. Dcparlincnl of Treasury, Press Release, “Treasury Announces New Sanctions against Tran.” May 23, 2013. 

(htro:/,%w\v treasiny.gOY-./press-cenrer/prcss-re1ca.ses>Pages,7jll95.va.spxl 
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Iran Air and Iran Air Tours (a subsidiary of Iran Air) were both designated in 2011 under 
Executive Order 133827" According to Treasury, their practices, including 
“disguis[ing]... weapons shipments as medicine and generic spare parts” to Syria, are in clear 
contravention of international aviation safety standards. However, Iran Air’s support for the 
IRGC’s ongoing war efforts in Syria did not keep these two airlines listed. 

Yas Air (now called Pouya Air), which will remain under sanctions, was designated in 2012 
under Executive Order 13224 for acting “on behalf of the TRGC-QF [Quds Force] to transport 
illicit cargo - including weapons - to Iran’s clients in the Levant.” According to Treasury, Yas 
Air “has moved IRGC-QF personnel and weapons under the cover of humanitarian aid.”^"^ 

Mahan Air, which will also remain sanctioned under the JCPOA, was designated in October 
201 1 under Executive Order 1 3224 “for providing financial, material and technological support” 
to the Quds Force, including ferrying personnel and weapons to Syria. That involvement in 
Syria appears to continue. In September 2015, two Mahan Air aircraft flew from Tehran to 
Abadan and, after a quick stopover, continued to Syria. The first landed in Damascus and the 
second in Latakia (see images below), where the IRGC reportedly has a military base. Neither 
flight is advertised by the airline or can be purchased by regular passengers. 

Remarkably, because only the U.S. sanctions will remain, Mahan Air can fly to more than a 
dozen European destinations and has recently announced the expansion of its European routes/^ 
with the airline servicing some destinations with planes it acquired last May in violation of U.S. 
sanctions. 


'^U.S. Department of Treasun,-. Press Release, “Fact Sheet: Treasuiy Sanctions Major Iranian Commercial 
Entities,” June 23. 2U11. (litt p:/Av\nv.trea sui %'.gDv/press-c‘€nter/press-reieaaes/Pages/ig]217.aspx ) 

^ U.S, DcpariinciU ofTrcasuw. Press Release, ”Treasur> Targets Iranian Anns Sliipmenls ” Marcli27, 2012. 
(l1 ltp: /A v\v^v•.treag.up/.go^^-''prcss-c el'ltCl•/p|•e5is-^ ele^■scs.'Pagcs■-'tgi506 ..lso^^) 

U.S. Department of Treasur\’, Press Release, “Treasuix' Designates Syrian Entity. Others Involved in Arms and 
Communications Procurement Networks and Identifies Blocked Iranian Aircraft," September 1 9. 20 1 2. 
(ht,q):/,Avww.tieaKUT\.co'i^ ^ press-eeiiter/prcss-felC''»scs7Pages4gJ714 :i sp\i 

■ U.S. DcpariinciU ofTreasurv, Prcss Release, "Treasuty Designates Iranian Coinincrcial Airline Liiil^cd to Iran's 
Support for Terrorism,” October 12. 201 1. (htTD:,A\vww.tmasury-gov.^pfess-centerA:)ress-releases.'Fages.'''rgj.'^'22.asDx) 
The aircraft registration nimibers were EP-MNT and EP-MNV. 

The new routes are: Teliran-Moscow. Teliraii-Sl. Petersburg, Teliian-Soclii, Teliran-Alliens and Teliran-Milaii: 
“Mahan Airannounccs six new international routes” C/IPA Center for Aviation Website^ May 20. 2015. 
('littD..//cejstjefofaviatioii.conyuieiubois/direct-new's.'ni;jltaii-air-oix;iLs--6-iiew-iutejmttonaFroiites-froiri-iQav- 142013- 

^ U.S. DcpariinciU ofTreasurv, Press Release, ‘Treasury DcpariinciU Targets Those Involved in Traniaii Scheme to 
Purcliase Airplanes." May 21. 2015. 

(' iittp.,7v.ivw'.tfeasuw.gov/prcss-cen!er/prcss-rete.'jscs.''’(huie&''iil0061.:isDx i. According to data available on the 
commercial website wwwJlighjmdarlAcojn, Mahan’s sanctioned aircraft tail registration EP-MMH flew into 
Athens on 6 September. 20 1 5; EP-MMT flew into Munich on September 2. 2015. 
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Image 1: Mahan Air aircraft EP-MNT flies to Latakia (September 4, 2015) 



A screambal from Fh!^hlRadiir24. a commarckil Jhghl iruckar. shows Kfaluin /Ur's F.P-h'fNTlli^hl path from Tahrurt loAhadan and onto iMlakia 
in the early morning hours ofSeptemhcr 4, 2015. 


image 2: Mahan Air aircraft EP-MOQ lands in Damascus (September 14, 2015) 



A screenshot from F!ighiRiidar24. a commercial flight tracker, showsMalianAir's EP-MOQflight path from Tehran to Damascus in the 

ii/iemoon of September 14, 2015. 
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Construction 

The IRGC construction arm, Khatam al-Anbiya, employs over 135,000 people, works with over 
5,000 contractors, and reportedly has over 800 reported subsidiaries.™ Among its projects are 51 
contracts with the Oil Ministry worth more than $17 billion;*” the $2-billion Bakhtiari Dam*' - 
slated to be the tallest in the world; the $3-billion “shrine-to-shrine” highway*^ connecting Qom 
and Mashhad; and a Tehran metro line that is part of a $7-biilion metro-expansion program.** 

Sepasad, one of Khatam al-Anbiya’s subsidiaries, is developing several metro projects to 
lengthen and improve commuters’ connections to Tehran and its international airport from 
satellite towns. It is also the contractor for the Moshampa Dam.*'' 

The anticipated increase in public spending to modernize and improve Iran’s aging infrastructure 
will no doubt lead to public tenders for large projects. KAA will be the primary beneficiary. 
While the Obama Administration may be correct in noting that the bulk of the $100 billion in 
sanctions relief will flow to construction projects and not go directly to terrorist proxies, it is 
reasonable to assume that much of it will flow through the IRGC’s construction arms and 
thereforemake its way to terrorist coffers. 

Banking and financial Provisions 

On Implementation Day. the European Union will: 

• Delist most Iranian banks that it sanctioned over the past decade 

• Lift restrictions on banking transactions to and from Iran, including the €40,000 cap per 
transaction and the obligation to report and authorize transactions 

• Lift restrictions on messaging services for financial transactions, thereby allowing the 
return of most Iranian banks to the SWIFT network 

• Lift restrictions on financial support for trade with Iran 

• Lift restrictions on Iranian government public-guaranteed bonds** 


Massimo Calabresi, ‘'New Iranian Sanctions Target Revolutionarr’ Guards,” Tiwe Magazine^ Jmie 10. 2010. 
i iitiD:.7co nicm.iimc.conVlimc.-' !naaa/ mc/anivi c.'O.C! 71. 1oos s 6‘J.oo.li)inl l 
Nargas Rasooli, ”5 / Gharardad heifi Vezame Naft va \1ajmooe-ye Khatam Basteh Shod (5 1 Contracts Signed 
between the Ministry" of Petroleum and Kliatanr al-Aribiya),” A/ng/ran. May 23. 2012. 

ihUp:/,A. nvw .ma i?,inm.c om/upsiew.asp?ii7 -2.S1CX80) 

’’Bakhtiari Project - Project Introduction,” Iran Power Water Resources Development Company Website, 
accessed September 13, 2015. ihtt o./.'’en . iwoco.ir/BakMian/defaaj]tasuxt 
’’Slirine to Sliriiie Highwav Project Starts.” Press 7'K October tO. 2010. 

(jtitn:7cditi on.nrc ssiv.ir/dciaik!459h 9.himn 

Ladaite Nasseri, ’’Teluanto End Initial $7 Billion Metro Expansion by March," Bloomberg, October 22. 2014. 
rhttn:.7yr tvw.bloombent.com 5i cvvs/ articie s.'2014-I0-22jfeli)Un-to -e! itl-iiiili:i i- 7-biii iorMii etro-e.'qiaitsinii-bV"tTja rchl 
^ ' '‘Projeh Sad .1 fahzani va Band Tansimi Moshampa (Moshampa Dam Construclion Project),” Sepasad Company 
Website accessed September 13, 2015. t bttn'//w'wnv sepasad ir/fa/index phD.-'mnsliamna dam nrniec i) 
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The U S. will also move to terminate financial sanctions against most Iranian financial 
institutions. However, these banks will remain subject to restrictions for U S. persons. According 
to the JCPOA, “U S. persons and foreign entities owned or controlled by a U S. person will 
continue to be prohibited from transactions with these individuals and entities, pursuant to the 
Iranian Transactions and Sanctions Regulations.”*'’ 

The rest of the world, however, will be able to interact with these financial institutions. By 
allowing these banks to reconnect to the global financial system and lifting restrictions on their 
operations, the agreement will allow all unsanctioned IRGC companies to regain access to the 
global financial system by using delisted banks to transact their business. That is sufficient to 
enable the Guards to resume banking operations in Eiurope. Iranian banks, in turn, will be able to 
raise capital through Iranian government public-guaranteed bonds, which will finance public 
projects contracted to TRGC companies.*’ Finally, as Iran’s economy improves, IRGC 
investment firms’ portfolios will grow as a result. 

The U.S. -sanctioned Mehr Eghtesad Iranian Investment Company is one illustrative case. In 
addition to its aforementioned role as a major shareholder of IRALCO, Iran’s largest aluminum 
producer, the firm also has shares in Isfahan Mobarakeh Steel,** Tecnotar,*^ and the Zinc Mines 
Development Company.* Mehr Eghtesad may still be sanctioned, but its investments are not. 
There is no way the JCPOA can prevent the company from cashing in on its investments and 
using revenue from them to fund IRGC military activities. 

There are also IRGC investment firms that are not sanctioned, like Tadbir Garan Atieh Iranian 
Investment Company. Not only will these companies now increase their income from 
investments, but they will also be able to invest their assets abroad as well.^* 


“Joint Compreliensive Plan of Action. Amiex 11 - Saitctions-ielated conmiitments.” Vienna, July 14. 201.5. 
(lilip.,‘''/ccas.curopr],i.ni'siriiciiiciUR-cc<i$/docs.'ii~nn_3i;fCcmcm/«Tnnc.\ 2 sniKlio ns rclaiod coniniilnicius ctvpdO 
These are the entities marked by an asterisk in Amiex IL Attacluiient 3. of tlie JCPOA: “Joint Comprehensive Plan 
of Action Annex 11 - Artaclmients.” Vienna. July 14. 2015, Atlaclunent 3. page 1. f http://ec:;.is.eui'opa.eu/slaTements-- 
ccas/docs’-iran agrccmcni/aimc.v 1 auaclK'’incms cri-pdO 

® Tran has already announced a $1.7 billion bond issue fertile current calendar year to help finance energv- sector 
projects: “Iran to sell bonds for key energ>' plans,’’ Press T\ \ August 25. 2015. 

(.lilip:/7\v\vA .prcs5lv.coiii/.D c laii.'.lul.>/i)ij.-2.^,’4262 >5/lran-iQ-scJl-boiidS“TQr-kcv-cncrp.\-piaiis') 

"t'oulaci-e Mobarakeh Isfahan (IsTalian Mobarakeh Steel),” Tehran Slock Exchange, accessed Scplcnibcr 15, 

2015, ( !Um://ncvv.lsc.ii:'Tiisiruii)eiU-hlml'MROlFO.L}">0ti01 ) 

“Technotar - Sahanidaran (Shareholders)." Tehran Stock Exchange, accessed September 13, 20 15. 
(htq);//new.tse.ir/Instnmient. html?IR01 TKNOOOO 1 ) 

"Toseyeh Ma ’adan Rovyeh Iran (Iran Zinc Mines Development Co.) - Sahamdaran (Sliareliolders),” Tehran 
Stock Exchange . accessed September 13, 2015. (http://ncwutsc.irAnstnimcnt.html?TR01ROOTOOOI) 

It owns shares in Zinc Mines De^■elopme^t Compai^', Exir PhariiiiKreutical. Belibalian Cement. Sina Kashi and 
Ceramic. Rayaii Saipa Leasing, Isfalian Oil ReJinei>' and Kaveli Paper Industries. Their corporate entries can be 
found here: "Darousazi Exir (ExirPhamiaccutical) - Sahamdaran (Sliarcholdcrs),” Tehran Slock Exchange, 
accessed September 13. 2015. hTtp:/'.'’newMse.ir-'ln.stP.nnent.hT.m1?IROlEXIR.0Q01: '''Sanaye Kaghzesazi Kaveh 
(Kaveli Paper Industries) - Sahamdaran (Shareholders),” Tehran xStock Exchange, accessed September 13. 2015. 
(li|[p:.-'Viic\v.lsc.ir.Tn s i r u mcn !,hmil?IRC>IKSK.AOOQl): "Palaye.yh Najl Esfahan (Isfahan Oil Rcfinciy ) - Sahamdaran 
(Shareholders).” Tehran Stock Exchange . accessed September 13, 2015. 
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IRGC Entities that Eluded Sanctions 

Most IRGC-linked companies were never identified as such by EU or U S. authorities. 
Companies not designated by U.S., EU, or UN are now likely to benefit from the economic 
windfall because the international business community will presume that Iranian companies not 
listed are legitimate business partners. These include both publicly traded and private companies, 
which can now benefit from the lifting of sanctions in three ways: 

• Trade with Western purchasers and procure technology from Western suppliers, 
including dual-use technology 

• Renewed ability to gain access to financial services, including the ability to invest in 
foreign securities 

• General economic improvement in the country, facilitating new contracts and public 
tenders 

These companies will also now be able to send senior executives - many of them former IRGC 
commanders - to represent them overseas. 

Technically speaking, subsidiaries of designated companies are all under sanctions, and no 
company or financial institution is likely to risk transacting with an entity on a U.S. or EU 
sanctions list. In theory, Iranian entities that are not listed may still draw enhanced scrutiny from 
anti-money laundering and compliance authorities. In practice, however, the global business 
community looks to the U.S. Treasury for guidance and will assume that what is not explicitly 
forbidden is allowed. 

Treasury has acknowledged this role. When on February 20, 2010, Treasury designated®^ a 
number of subsidiaries of the ERGC’s construction conglomerate Khatam al-Anbiya, then- 
Undersecretary of Treasury for Terror Finance Intelligence, Stuart Levy, said that “Today’s 
action exposing Khatam al-Anbiya subsidiaries will help firms worldwide avoid business that 
ultimately benefits the IRGC and its dangerous activities.’’®' 

The IRGC, its investment arm the IRGC Cooperative Foundation, and its construction 
conglomerate Khatam al Anbiya are all unlikely to be sought out as business partners by Western 
firms. The IRGC-controlled Basij Cooperative Foundation, however, is not sanctioned. Of the 


(http://nc\v.t8cJr’'Tmtmincnt .h iiTi!'^TROi PNL'SOO!) { ): “Leasing Rayan Saipa - Sahamdanm (Shareholders)." Tehran 
Stock Exchange, accessed September 13. 2015. (htlu://iie\v.tse.ir/'Iiistruui.erit.html?jRQlRSAP0001) : ^'Siman 
Behbahan (Belibaliaii Cement) - Sahamdaran (Sliareholders),” Tehran Stock Exchange, accessed September 13. 
2015. (hlip://nc\v.isc.ir/Tiis(runiCTil.hlml?TROISBHN0001). 

U.S. Department of Treasury. Press Center. Press Release, “Treasun- Targets Iran's Islamic Revoliitionar\' Guards 
Corps." Febniar\’ 10. 2010. ( h t tp: // w\T~\v-iJcasurv.gov/press-center'''pres.s-reJeases ./Pa ges/tLCi39,aspx) 

The fourKliatam Al-Anbiya's subsidiaries arc Falcr Engineering Institute, Ttncnsa/.cn Cx)nsullanl Engineers 
Institute (TCEI), Makin Institute, and Rahab Institute. 
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hundreds of companies controlled by Khatam Al-Anbiya and the two cooperative foundations, 
only a handful were ever identified and designated. 

The gap between designated IRGC companies and those that have eluded U S. or EU sanctions is 
wide, creating a window for the latter to now participate in the JCPOA economic windfall. 

Over the years, Treasury has listed 19 individuals, 23 companies (not including the National Iran 
Oil Company and its subsidiaries), four military entities (the IRGC, its air force, its missile 
command, and its Quds Force), and two academic institutions. Additional listings have targeted 
companies, such as Iran Air, for providing logistical and financial support to the IRGC. The State 
Department has also sanctioned companies that belong to the IRGC, although not always as 
IRGC subsidiaries, such as the aforementioned Ofogh Saberin. The EU, for its part, has listed 25 
companies as IRGC-owned or controlled commercial entities. 

The list is far from exhaustive. Treasury’s list was last updated on November 23, 2012. Since 
then, there have been no new IRGC designations, including against individuals, despite 
personnel changes that have occurred over the years. Brigadier General Rostam Qasemi, for 
example, was sanctioned in 2010 while he was commander of Khatam Al-Anbiya. In 2011, 
however, he became minister of petroleum. In March 2013, Brigadier General Ebadollah 
Abdollahi was appointed to replace him as commander of Khatem Al-Anbiya.®'* Since taking on 
this position, he has not been listed. 

Proponents of the Iran deal may argue that this gap existed before the lifting of sanctions, and yet 
Iran’s economy was weakened all the same. There is an important difference: under the sanctions 
regime, Iranian companies were blocked from accessing the global financial system, faced steep 
costs for transport and insurance, and had to accept systematic screening of their merchandise. 
Under the JCPOA, these barriers will no longer exist. 

IRGC Companies that were never sanctioned 

Tidewater Middle East PLC is an instructive example of how the current sanctions structure is 
insufficient to prevent the IRGC and its businesses from fully participating in the post-sanctions 
economic environment. Treasury designated Tidewater Middle East PLC on June 23, 2011®’ as 
an entity owned by the IRGC. The EU followed suit in January 2012. 

Tidewater (not to be confused with the New Orleans-based Tidewater, hic.) is Iran’ s largest port 
operator. According to Treasury, “Tidewater-managed ports are a crucial component of Iran’s 


“New Conmiander of Kliatam al-Anbiya,” Iran Daily Briefing, March 5, 2013 . 
rl:t 1 .pvV w~ww.iraiidailvbn ef C Gnr2(M3''03 .t0 5,’’nc\v-commaiider-of-ld)alai v.-ni-aribia/l 
U.S. Dcparlinctil ofTrcasim, Press Release. “Fact Sheet Trcasuiy Saiiclioiis Major Iranian Conmicrcial 
Entities.” June 23, 20 1 1 . t http:/Vwvvv tieastnv ffov/nress-cenrftr/nres.s-rc!ease5.tP,i£tes/tg l2 17 aspx l 
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infrastructure and transport network, and shipments into Tidewater facilities provide an avenue 
of revenue to the IRGC in support of its illicit conduct.”^ 

Tidewater and its subsidiaries played a critical role in providing services to the IRGC and Iran’s 
weapons shipments to Hamas and Hezbollah, some of which were interdicted in international 
waters. Tn all known cases, weapons cargoes disguised as commercial goods originated from the 
Bandar Abbas container terminal, which Tidewater manages. Tidewater was therefore an 
accomplice to illicit weapons transfers to support terrorism against U.S. allies. 

Tidewater wholly owns (or controls a majority of shares of) a number of companies offering port 
services. Despite their subsidiary relation to an entity sanctioned both by the U.S. and EU, none 
of them were designated. Two - Meyar Saham and Eftekhar Saham - are financial institutions 
involved in managing investments for their parent company. The lifting of general sanctions 
against Iran’s financial sector will enable these IRGC affiliates to elude restrictions against the 
Guard and open investment portfolios overseas. The same principle extends to Tidewater’s 
corporate management.'’^^ 

IRGC Commanders who Eluded Sanctions 

Many of the individuals mentioned in this testimony are not under U.S., UN, or EU sanctions 
today. While the U.S. retains authority to sanction them, the EU will not be in a position to do so, 
given that it cannot now impose new nuclear sanctions against delisted individuals. 

As for the individuals who remain under U.S. or EU sanctions, in many cases the companies they 
manage have eluded sanctions. Masoud Mehrdadi is one key figure in the IRGC financial 
realm. Mehrdadi’s executive board membership encompasses a wide range of sectors, from 


U.S. Department of Treasuw, Press Release, “Fact Sheet; Tneasuiy Sanctions Major Iranian Coinniercial 
Entities,” June 23, 2011. (h[ip: /A\mv.Trea su w.t*ov/i>ressK;enier/pres.s-releases/r-'aL^c;s/''t^il2]7.aspx l 
Tidcwaicr subsidiaries arc: Rali.vab Rayaiicli Gosiar Company (RRGC); Sea Pon Line Co. (Danabandar Line 
Marine and Shipping Ser\-ices Company); Negin Sabz Middle ^st Compam- (NSMEC); Sahel va Farasahel 
(Onshore & Offshore) Tecluiology- Training Company, Ltd; Persian Gulf Kish Line Marine Senices Company; 
Darya Gosiar Kish Company (DGKC); Meyar Saliam Slock Maikcl Agency; and Eflckluar Saluam Investment 
Company' (ESTC). 

The company ’s chairman Seyed Mehdi Motevahan and its board members were never designated. This includes 
Vice Chairman, Mehdi Etesam, who used to be llie managing director of Sadra, another TRGC company under U.S. 
sanctions. Etesam represents the Coimnercial Ser^’ices Ayaiide Negar Melir Company, another IRGC firm not under 
sanctions. The current composition of the board is available on ll»c company’s websile; "Eniekhah Eksaye Jaditi 
Hnmi Madtreh-ye Sherkat-e Tidewater (Select New Members of the Tidewater Board of Directors)," Tidewater 
Company Website, accessed September 13,2015. 

(i’l'JJ. ' ud cvsaiei ir/'Persjaa’''Nevtg/'Pr NcvvsSk3w.asp.\?News}D^1927) . Elesain was idenlified as Ihe Sadra 
managing director in media coverage of Tran: Ycganch Toibati & Jonatlian Saul. “Tran launches its first home-built 
tanker." Reuters. Julv 24. 2012. ( hltp..//'vvw~,v.ii^uteis.coiri/'article/2012/07./24./us-iian-trUikei - 
jrK A1MA20724). Treasury' sanctioned Sadia, designating it as a subsidiary orKlialaiii al-Aiibiya. on 

March 28. 2012, U.S. Dcparlincnl ofTreasury, Press Release, “Treasury Announces Addilional Sanciions Against 
Iranian Engineering and Sliipping Firms.” March 28 , 2012 . 

( iT' U- ' W V O curun v.'-v/press-ceot er/p ress-rcleaKes/Pages/tgl.509.aspx l 
' Litllc infonualion is available on his service in llic TRGC during the Tran-Traq War, though he lias been named 
among the ranks of senior prominent commanders including TRGC commander Moliammad Ali Jafari and Quds 
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energy to telecommunication to banking. He now sits on the executive board of the Guard’s 
primary financial investor, the IRGC Cooperative Foundation, and its affiliated Ansar Bank/^° 
Both have been designated by the U.S. as providers of financial services to the IRGC under 
Executive Order 13382 and by the EU under Regulation No 961/2010/*^^ From 2012-2014, he 
was also aboard member of the aforementioned Bahman Group. 

Gholamreza Jalali Farahani is another example. He chaired the board of three companies on 
behalf of the TRGC Cooperative Foundation. He currently also serves as head of Tran’s Passive 
Defense Organization and previously was head of the IRGC’s engineering department. The 
Deputy Commander of the IRGC Ground Forces, Asghar Sabouri, also sat on the IRGC 
Cooperative Foundation’s board.* 

Mehrdadi, Farahani, and Sabouri are not under sanctions. They will enjoy, along with the 
companies they manage or managed on behalf of the IRGC, the full measure of rewards from the 
JCPOA unless U.S. authorities move to designate them. 

There are other inconsistencies that the U.S. Treasury should address. Ahmad Vahid Dastjerdi, 
for example, is under sanctions for his role in Iran’s ballistic missile program, but the companies 
he chairs are not. Dastjerdi is a veteran IRGC member and the current CEO of the IRGC 
Cooperative Foundation. Dastjerdi held three chairmanships on behalf the IRGC Cooperative 


Force chief Qassem Solcimani. See Youlwiina Najdi & Saced Ghasseminejad. '"Pasdar Masoud Mehrdadi; Maghz-e 
Motefakker-e Emperatouri-ye Eghtesadi-ye Sepoh (Guard Masoud Melirdadi; Mastermind of IRGC Economic 
Empire),” Bamdad Khabar (Iran). November 6. 2014. ( iutp:.4''batntladk!iabnr.cojt)/'.?(-Jl4/l 1/3306S/) 

^ Youhaima Najdi & Saeed Ghassemiiiejad. "'Pasdar Masoud Mehrdadi: Maghz-e Motefakker-e Emperatouri-ye 
Kghiesadi-ye Sepah (Guard Masoud Melirdadi; Masleniiind of IRGC Economic Empire),” Bamdad Khabar (Iran). 
Novcmbcr6, 2014, ( hiip://bamdadkiiab.n.com20!4./{ l/3.iO(>8 /): Emaimclc Oliolcnghi & Saced Ghasscimncjad, “If 
the U.S. Wants a Nuclear Deal, It Needs to Fully Enforce Its Sanctions Against Iran's Revolutionary Guards," 
Business Insider. September 14. 2014. ( [uip:.’A\~avv.businessi.nsider.cotu/.saiic[ioiiing-the“irgc-is-the-patb‘to--a- 
nuclcar-dc!]l-2{)14-9 ') 

U.S. Department of Treasury^ Press Release. “Fact Slieet: Treasury Desigivited Iranian Entities Tied to the TRGC 
and IRISL.” August 21, 2010. (http://mv\v.tmasuiy.gov/press-ceriter.'''pr€ss-re[ea:>e s /pages/tgj01().aspx ): Official 
Journal of the European Union, "Council Implcincnling Regulation (EU) No 503/2011 of 23 May 2011 
Implementing Regulation (EU) No 961/2010 on Restrictive Measures Against Iran.” October 25, 2010, ( htt.p://eur- 
[cx.curopa-ciklegal-coiTteiit/EN/T>rr/‘.’un~CEL£X:.-’20{ IR0503) 

Tran Securities and Excliange Organi/ntion. Bulletin, "Tasmirnat-e Majrnae Omounii-e Sherkat-e Gorouh-e 
Bahman (Balnnan Group General Assembly Decisions),” January 16, 2013. 

(lUip://\^ WH.coda.i.ir/R-COon s /HoafdMcmbcrChaTis.c,aspx?LciicrScrial^m2dm0ozcM.\'58d.tii944!di??/Q3D%.3.iy ): Iran 
Securities and Exchange Organization. Bulletin. "Tasmimat-e Majrnae Omoumi-e Sherkot-e Gorouh-e Bahman 
(Balunan Group General Assembly Decisions).” June 29, 2013. 

(liOp://vMsvv-Codai-i.r/Rcpor(s/.Assginbh. asp \~''i cUcff>cnai""CC'td\8JK'X)Qn/om. X. S 7/',vT V.A^^^----~) 

^ The three companies arc BchsazBana GostarCo., FajrQodsCo., and Design and Idea Architecture Consultant 
Engineering Co. “Brigadier General GholamReza Jalali Farahani” iro/v Briefing. January' 28. 2012. 
(litip:./'iranbricimg.ncl'bii padie r-genefal-gholam-re y..a-jalali-farahaiii/) 

Sabouri served as a board lueinbcr of (he Foundation’s auditing firm and ofMisagh Basirat Institute, the 
Cliairman of Alaleh Kabood Kavir Company, the Vice Chairman of Bama Compam, the Chairman of the Veterans 
Housing Institute (Jahad-e-Klumesazi -e- Razmandegan), the Chainnan of Laleh Welfare Service Company 
(Kliadamat Refalii Laleh), the Vice Chainnan of Tose’e Ma’adcnPahnch Tehran, and the Chaimian of Triko 
Setareh Shargh, all on behalf of the IRGC Cooperatwe Foundation. 
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Foundation.'”’ Although he himself is slated to remain indefinitely under U S. sanctions and 
under EU sanctions until Transition Day, the companies he has managed are not. 

Finally, there are commanders and executives who no longer officially work for the Guard but 
have set up their own consulting or construction companies. In many such instances these 
individuals may act as proxies for the IRGC. In the case of Gholam Hossein Khadjeali, for 
example, he was the CEO of the sanctioned Khatam al-Anbiya subsidiary Sepanir Oil and Gas 
Development Co. from 2007 to 2013 and since then has become the owner of a private energy 
contractor.'””. 

The failure to sanction numerous senior IRGC executives and commanders means their ability to 
conduct business abroad on their companies’ behalf will now be greatly enhanced. 

Conclusions 

In light of the above evidence, I draw the following conclusions: 

• First, the evidence strongly suggests that the IRGC will greatly benefit financially, and 
therefore, by extension, politically, from the economic dividends generated by the 
JCPOA. 

• Second, although technically sanctions against the IRGC remain in place in both Europe 
and the United States, the sanctions architecture that inflicted economic pain on the IRGC 
financial empire has largely eroded and the IRGC can easily circumvent the remaining 
provisions. 

• Third, more legal steps are required to reconstitute effective tools to counter the IRGC, 
limit its ability to take advantage of the new economic climate, reduce its access to 
revenue and finance, and constrain the freedom of action of its leaders. 


He served as chairman of Paivaran Energr- Development Co. (Tosej^e Energ>' Paivaran), the BasiJ Cooperative 
Foimdation aiid Alaleh Kabood Kavir Co. 

^‘^'’Kliadjeali's resume confirms more than a decade of continuous involvement as a senior TRGC executive. An 
engineer by training, Khadjeali still teaches at the U.S.-sanctioned, IRGC-controlled Imam Hossein University, 
where he lectures on tunnel conslruclion. From 1995 to 2013 he conliiuiously held e.xcculive posilions in Klialam al- 
Anbiya subsidiaries, including managing director for Sepasad Engineering from 2005 to 2007, “Personnel Detail - 
GholamliosseinKliadjehali Chaleshtari (GH. Khadjehali)” Iran Management ConsuHonts Association Website. 
accessed September 13, 20L5. 

(hlTp:.u'imc org.jrrfa/'-option^com n!t.fcc<ttask--’^ait download&hnk id '^ 2648&ct~ Khadjeali took leave of 

Kliatam al-Anbiya in 2013 to launch Ills o\vnenerg>' consulting company, Mahdas Iranian Co. “Homepage"’ A/w/jJm' 
Iranian Company Website, accessed Sepleiitber 8, 2015. ( hllp://Inabdas ■CO ll^0 . VVilliin Iwo years of its eslabhslmieiil. 
Mahdas Iranian had secured an iniporianl consultancy contract from il»c stale-owned PEDEC for the North Yaran 
oilfield dev elopment project, and one for Mokran Petrochemical hub, tlie largest petrochemical complex in Iran, at 
Chabaliiir Free Zone. "North Yanm Oil Field DQ\ e\oi>T[\e.TA..” Mahdas Iranian Company Website, accessed 
Scpiember 13, 201 5, ('hHp:/7rnri hdas.com/corc-an ci-p vt~analysis/') and “Mokran Pclrochcinical Complex,” Mahdas 
Iranian Company Website, accessed September 13, 2015. (httpi/Zmalidas com/inokmn-perrocheniical-comDlex./) 

Foundation for Defense of Democracies www.defenddemocracy.org 

24 



33 


Dr. Emanuele Ottolenghi September 17, 2015 

Recommendations 

Therefore, I offer the following recommendations: 

Congress should initiate legislation that would require the State Department to designate 
the IRGC as a Foreign Terrorist Organization (FTO): 

The U.S. Department of State maintains a list of Foreign Terrorist Organizations that pose a 
threat to U.S. nationals and U.S. national security. There is little doubt that the IRGC has 
engaged in terrorist activity against U.S. nationals and threatened the national security of the 
United States. The U.S. Treasury Department has designated the IRGC Quds Force for its 
involvement in terrorism, but the State Department has not taken reciprocal actions. More 
broadly, the Quds Force is part of the IRGC. If the Quds Force is responsible for terrorism (as 
the U.S. government has indicated), then the IRGC as a whole should be designated as a terrorist 
organization and included on the FTO list. 

Designating the IRGC will provide another warning to foreign companies mulling business in 
Iran. Additionally, the move would help mitigate some of the benefits that the IRGC is set to 
receive as a result of the JCPOA. Indeed, placing the IRGC on the FTO list enables the United 
States to maintain more leverage over certain financial interactions in which the IRGC is likely 
to attempt to engage. 

Pushing for the inclusion of the IRGC on the FTO list is a way for members of Congress — both 
those who supported and those who opposed the JCPOA — to ensure that the JCPOA does not 
enable greater Iranian regional aggression. 

For the IRGC to be removed from the FTO list, the organization would have to demonstrate that 
it no longer supports global terrorism or backs proxies such as Hezbollah, the Houthis in Yemen, 
and the Assad regime in Syria. To be removed from the list the IRGC would need to demonstrate 
a commitment to stability throughout the region. 

As part of that legislation, Congress should declare that it is the policy of the United States 
that the IRGC is one organization responsible for all of the activities of its subsidiaries and 
branches: 

Hezbollah is legally regarded in some European countries as having two separate parts: a 
military arm and a non-military arm. This makes it illegal to deal with the “military wing” of 
Hezbollah but not with other parts of the organization. Similarly, the U.S. government has 
determined that a branch of the IRGC, the Quds Force, is responsible for terrorism but the 
organization as a whole is not. Congress should declare in “Sense of Congress” language that 
any transaction with a part of the IRGC is the same as transacting with the Quds Force. 
Similarly, any activity by the Quds Force will be attributed to the IRGC as a whole. 

There is a strong precedent for this. The U.S. has included Hezbollah and Hamas on the FTO list 
and argued that neither has a distinct “political wing” and “military wing,” recognizing that the 
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money is fungible, the branches are intertwined, and the leadership is the same. Congress now 
has an opportunity to state with clarity that this is also the case with the IRGC, the Quds Force, 
IRGC corporate holdings, and the smuggling networks, through which the IRGC has procured 
nuclear technology, facilitated human rights abuses within Iran, materially supported the Assad 
regime and Shiite militias in Iraq, and exported terrorism. 

Congress can use future trade agreements with Europe to limit the IRGC’s ability to 
operate in Europe: 

The terms of the JCPOA require the EU and UN to delist many Iranian entities and lift sanctions 
against them. This includes both individuals associated with the IRGC and companies and 
foundations that have previously acted as pass-throughs for the IRGC to acquire financing, 
weapons, nuclear components, and transportation for troops and ammunition to foreign 
battlefields. Because of these de-listings, the IRGC will soon have a free hand in many European 
markets to purchase products and travel openly. The U.S. however has leverage over how open 
those markets will become to the IRGC. 

The Transatlantic Trade and Investment Partnership between the U.S. and the EU is still being 
negotiated and the U.S. Trade Representative (USTR) maintains significant leverage over the 
terms. Congress could demand that the USTR require greater reporting on IRGC investments 
throughout Europe. The terms of the agreements could require that any country within the EU 
that is contracting with Iran certify that none of the entities are associated, in part or in whole, 
with the IRGC. The USTR could also require the EU to report annually on European companies 
investing in Iran, and therefore place those commercial transactions under public scrutiny. This 
may have a chilling effect because companies would be publicly associated with Iran and may 
suffer reputation damage as a result of business ties with the leading state sponsor of terrorism. 

The administration should significantly increase the number of designations of both 
individuals and companies affiliated with, controiled, or owned by the IRGC: 

Despite the optimism of some within the international business community over the ICPOA, 
businesses and the legal community still largely view Iran as a market and counter-party risk. 
The U.S., through designations and other policies, has played a significant role in this regard. 
Thus, if Congress and Treasury were to designate hundreds of IRGC companies before 
Implementation Day, this would send a clear warning not to rush into contracts with Iran. The 
message would be: IRGC companies are more numerous than you may think. A company with 
IRGC connections that is not yet on the SDN list today might be there tomorrow. In short, 
companies would take seriously the task of “know your business partner” before signing any 
contracts in Iran. 
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Congress should require Treasury to lower the ownership threshold for designation as an 
IRGC-owned entity: 

The administration has stated that it will continue to enforce and enhance sanctions against Iran’s 
illicit activities. Presumably this includes the IRGC. But the bureaucratic process of compiling a 
designation package can take months. Even the threshold for designation is often too high. 

Congress should consider legislation that would help Treasury lower the threshold for identifying 
and designating a company as “owned or controlled by the IRGC” from 50+1% to 20% to better 
reflect the role IRGC plays in these companies. As noted above, the IRGC has engaged in a 
pattern of obfuscation to hide its control of many corporations. Additionally, even with a 
minority share, the IRGC often controls the board of directors. Accordingly, IRGC board 
membership might become part of the new criteria for Treasury designations. 

Congress should require Treasury to create an IRGC Watch List: 

Even when the threshold for designation is lowered, the IRGC is likely to engage in sanctions 
evasion and deceptive business practice to obscure its control. To address this problem, Congress 
can mandate that the U.S. Treasury maintain and publish an IRGC “watch list” which would 
report companies that do not reach the threshold for designation but have IRGC involvement. 
The list would serve as an aid to international companies considering transactions with Iranian 
companies. This list would signal to companies that if they are considering a business 
relationship with an entity on the IRGC watch list, their business partner is under scrutiny and 
might one day be designated. 

Congress shonld encourage international corporations to demand an exclusion danse for 
ending commercial activities with designated or suspected IRGC entities: 

As foreign companies re-enter the Iranian market, they are likely to unknowingly enter into 
business and financial transactions with Iranian entities owned or controlled by the IRGC. 
Congress, the U.S. Treasury, and their European counterparts could find ways to encourage 
companies investing in Iran to require their counterparts to certify that they are not wholly or in- 
part owned or operated by the IRGC. This could also include a declaration that shareholders do 
not include members of the IRGC. For companies requiring a license from Treasury’s Office of 
Foreign Assets Control, this certification could be included in the licensing process. 

Congress should also look into ways to provide protection such that if a company discovers that 
it is engaging in commercial activity with an entity that to its previous knowledge was not 
affiliated with the IRGC, that company would have the option of nullifying its contract. The 
aforementioned watch list could help to prevent such discoveries. But such protection would help 
further mitigate risk. 
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Closing remarks 

Mr. Chairman, these recommendations may sound very ambitious, but a more aggressive 
approach to countering the IRGC is crucial. The IRGC is the crucible to the illicit conduct of the 
Iranian regime. The steps that I have proposed here could go a long way toward countering the 
Guards’ aggressive conduct worldwide. 

Thank you for the opportunity to testify today. I look forward to your questions. 
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Ms. Ros-Lehtinen. Thank you very much for those recommenda- 
tions, Doctor. 

Dr. Levitt? 

STATEMENT OF MATTHEW LEVITT, PH.D., FROMER-WEXLER 

FELLOW, DIRECTOR, STEIN PROGRAM ON COUNTERTER- 
RORISM AND INTELLIGENCE, WASHINGTON INSTITUTE FOR 

NEAR EAST POLICY 

Mr. Levitt. Chairman Ros-Lehtinen, Ranking Member Deutch, 
members of the committee, thank you for the opportunity to appear 
before you today to discuss the recent activities of two of the major 
beneficiaries of the Iran deal: The IRGC and Lebanese Hezbollah. 

Allow me to focus on Hezbollah. 

Iran is Hezbollah’s primary benefactor, giving the Lebanese 
party and militant group some $200 million a year, in addition to 
weapons training, intelligence, and logistical assistance. But over 
the past 18-plus months, Iran had cut back its financial support to 
Hezbollah, a collateral benefit of the unprecedented international 
sanctions regime targeting Iran’s nuclear program as well as the 
fall in oil prices. 

The cutback mostly curtailed Hezbollah’s political, social, and 
military activities inside Lebanon. Its social service institutions cut 
costs. Employees received paychecks late or were laid off. Funding 
for organizations like its satellite television station A1 Manar were 
reduced. 

By contrast, Hezbollah’s Syrian operations, which have been a 
priority for Tehran given its commitment to defending the regime 
of Bashar al-Assad, have shown no sign of financial hardship. In 
fact, Hezbollah is busier than ever, especially in Syria, where it is 
engaged in expensive militant operations and support activities. 

Meanwhile, the group has expanded its regional activities further 
afield, straining its coffers, even as it had to cut back on its activi- 
ties in Lebanon. With renewed funding from Iran, even a little bit 
of funding, Hezbollah would be more aggressive at home and 
abroad, challenging less militant parties across the Lebanese polit- 
ical spectrum and boosting its destabilizing activities outside of 
Lebanon. 

The war in Syria has dramatically changed Hezbollah. The group 
is now a regional player engaged in conflicts far beyond its historic 
area of operations. The strongest indicators of Hezbollah’s trans- 
formation are structural. Since 2013, it has added two new com- 
mands, one along the Lebanese-Syrian border and one in Syria 
itself, to its existing bases in Southern and Eastern Lebanon. 

This points to a serious commitment to conflicts well beyond Leb- 
anon’s border. Today, there are between 6,000 and 8,000 Hezbollah 
operatives in Syria. Meanwhile, Hezbollah has transferred key per- 
sonnel from its traditionally paramount southern command to 
Syria and even to Iraq and to Yemen. 

Hezbollah’s transformation into a regional actor is acutely felt by 
the group’s operatives themselves. “We should not be called Party 
of God,” one Hezbollah commander told the Financial Times. “We 
are not a party now. We are international. We are in Syria, we are 
in Palestine, we are in Iraq, and we are in Yemen. We are wher- 
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ever the oppressed need us. Hezbollah is the school where every 
freedom-seeking man wants to learn.” 

Meanwhile, Hezbollah remains committed to conducting terrorist 
activities around the world. And just about a year ago last Sep- 
tember, the National Counterterrorism Center warned they remain 
concerned the group’s activities could either endanger or target 
U.S. and other Western interests, not just Israel. 

In April 2014, there was a Hezbollah operative arrested in Thai- 
land; in November 2014, another in Peru, and this man had mar- 
ried an American citizen. Most recently, there was a new plot 
thwarted in Cyprus, where an individual who was a dual Lebanese- 
Canadian citizen had stockpiled 8.2 tons of ammonium nitrate. 
And, according to Israeli investigators, Hezbollah was using Cyprus 
as a point of export from which to funnel explosives for a series of 
attacks not just in Cyprus but elsewhere in Europe. 

It is against this backdrop that sanctions relief will take place. 
And whatever amount of money Iran receives, it will presumably 
spend the bulk of these moneys on pressing domestic needs, but it 
will undoubtedly also direct substantial funding to foreign adven- 
tures. And that is something that none of us can tolerate. Even a 
small percentage of the lower-end estimates of Iran’s sanctions re- 
lief would provide a windfall to its proxies. 

In all likelihood, Iranian support for such behaviors will only in- 
crease in the wake of a deal. Iranian leaders who backed the deal 
will likely feel the need to prove their anti-American and pro-revo- 
lutionary bona fides, especially since the deal is widely seen in Iran 
as a victory for Rouhani and his allies over the IRGC and 
hardliners. 

It is important to note, also, that we are losing at least one crit- 
ical tool to combat Hezbollah’s financing. In March 2014, then- 
Treasury Under Secretary David Cohen touted the collateral coun- 
terterrorism benefit of counterproliferation sanctions targeting 
Iran’s banking and oil sections. He said, and I quote: 

“In fact, the success of our unprecedented Iran sanctions re- 
gime, including sanctions on Iranian financial institutions and 
Iran’s ability to sell its oil, has had the collateral benefit of 
squeezing Tehran’s ability to fund terrorist groups such as 
Hezbollah.” 

That will no longer be the case even as Iran remains, in the words 
of the Einancial Action Task Eorce, an ongoing and substantial 
money-laundering and terror-financing risk. 

A few weeks ago, a Saudi Hezbollah operative, Ahmed al- 
Mughassil, was detained in Lebanon. He was the mastermind of 
the 1996 Khobar Towers bombing. Hopefully, this is going to lead 
to a whole lot more intelligence-sharing between us and our Gulf 
allies. It should reveal a tremendous amount of information about 
Hezbollah, Lebanese Hezbollah, Saudi Hezbollah’s connections to 
the IRGC. 

One area of inquiry and action that could yield particularly posi- 
tive results would be to target in fairly quick suggestion a variety 
of Hezbollah front companies and logistics nodes around the world. 
The theme of my written testimony is that Hezbollah relies heavily 
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on such fronts to carry out its operations from Europe to Iraq, from 
China to Dubai. 

But that can’t be all we do. As Emanuele said, we need to also 
designate IRGC and Quds Force elements, as well, or the Iranians 
will feel that all we are doing is targeting their other proxies. 

There are many areas of the Iran deal that warrant close atten- 
tion as the deal moves toward implementation. Contending with 
what Secretary of the Treasury Jack Lew referred to as “Iran’s 
menacing behavior,” in particular through the Quds Force and 
Hezbollah, must be at the top of the list. Failure to do so would 
not only undermine the logic of the Iran deal as articulated by the 
administration, it would add to the very real trust deficit currently 
affecting our relationships with allies both in the region and 
around the globe. 

Thank you very much. 

[The prepared statement of Mr. Levitt follows:] 
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Chairman Ileana Ros-Lehtinen. Ranking Member Deutch, and Members of the Committee, tliank you for this 
opportunity to appear before you today to discuss the recent activities of two of the major beneficiaries of the 
Iran deal: Iran's Islamic Revolutionaiy^ Guard Corp (IRGC) and Lebanese Hezbollali, Iran’s primary- proxy 
aclivc both as a regional militia and inlcmalional terrorist group. Aliow me lo focus on Hc/bollah. 

Iran is Hezbollah's primary' benefactor, giving the Lebanese political party and militant group some $200 
million a year in addition to weapons, training, iiKclligcncc, and logistical assistance, Over tlic past cighlccii 
months, however, Iran has cut back its financial support to Hezbollah -- a collateral benefit of the 
unprecedented international sanctions regime targeting Iran's nuclear program, as well as the fall in oil prices. 
The cutback has mostly curtailed Hezbollalt's political, social, and military activities inside Lebanon. Its social- 
sendee institutions have cut costs, employees have received paychecks late or been laid off, and fimdiiig for 
civilian organizations, such as the group’s satellite television station, al-Manar, has been reduced, By contrast, 
Hczbollali's Syria command, which has been a priority for Tehran given its commilmcnl to derending Bashar 
al-Assad's regime, has shown no sign of financial hardship. 

As a result of the sanctions relief due Tehran under the Iran deal, Hezbollah expects additional funds will come 
its way, which will enable Hezbollah lo push back against Lebanese political and social movements that arc 
uncomfortable w'ith its intervention in Syria, Lebanon's political crises, from its inability to select a president to 
its failure lo colled garbage, are a result of Uiis deep sectarian division. An inllu.x of radicalized Sumiis from 
Syria is already setting the stage for still further instability' in Lebanon. 

Increased Iranian spending w ill also benefit Hezbollah's regional and international operations. The group is no 
longer liniilcd lo jockey ing for political power in Lebanon and figlitiiig Israel. Willi more money, il could step 
up its aid to Sliia militias in Iraq and Yem^ in cooperation with Iran, sending small numbers of skilled trainers 
Lo bolster local forces and, in some cases, fight alongside lliem. In Iraq, Hezbollah is training and fighting with 
Shia militias. Though tliey are fighting on behalf of the govenmient, tlieir tactics exacerbate sectarian tensions. 
Us Ibolprinl in Yemen is small, bul il could expand wilh additional resources. Hezbollah is already Irv ing lo 
find long-term support for these operations. In Iraq, for example, it is investing in commercial front 
organizalions. 

Finally, increased funding could help Hezbollah reconstitute its capabilities beyond the Middle East. The 
group has expanded its terrorist operations in countries as disparate as Cyprus. Peru, and Thailand. 
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Hczbollali is busier than ever, especially in Syria, where il is engaged in expensive mililanl operations and 
support activities. Meanwhile, the group has expanded its regional activities further afield, straining its coffers 
even as it has had to cut back its activities in Lebanon. A newly enriched He/bollali would be more aggressive 
at home and abroad, challenging less-militairt parties across the Lebanese political spectrum and boosting its 
destabilizing activities outside of Lebanon. 

Hezbollah’s War in Syria 

The war in Syria has dramatically changed Hezbollah. Once limited to jockeying for political power in 
Lebanon and fighling Israel, the group is now a regional player engaged in connicts far beyond its historic area 
of operations, often in cooperation with Iran. Underscoring tliis strategic shift, Hezbollah has transferred key 
personnel previously stationed neartlie Israel-Lebanon border to a newly established Syrian command and to 
outposts even further abroad, in Iraq and Yemen. 

Initially, Hezbollah Secretarv'-General Hassan Nasrallali resisted dispatching his fighters to Syria to back 
President Bashar al-Assad, despite repealed requests from Iranian leaders, in particular Qods Force commander 
Qassem Solcimani. Like some other Hezbollah leaders, Nasrallah feared that engaging in Syria would 
undermine Hezbollali's position in Lebanon by associating Hezbollali — Lebanon's primary Shiite parly — with 
a repressive Iranian-allied government butchering a Suiuii-majority population. ButNasrallali reportedly 
acquiesced after receiving an appeal from Iranian Supreme Leader Ayatollah Ali Khamenei. Iran, Khamenei 
made clear, expected Hezbollah to support Assad’s grip on power. This operational shift has transformed 
Hezbollali from a Lebanese party focused on domestic politics into regional sectarian force acting at Iran's 
behest across tlie Middle East. 

The strongest indicators of Hezbollah's transfonnation are structural. Since 2013, Hezbollah has added two 
new commands — llie first on the Lebanese-Syrian border, the second within Syria itself — to its existing bases 
in southern and eastern Lebanon. This startling reorganization points to a serious commitment to civil conflicts 
well beyond Lebanon's borders. Today, there arc between some 6,000 and 8,()0() Hc/bollali operatives in 
Syria, 

In establishing its new presence in Syria, Hezbollah has transferred key personnel from its traditionally 
paramouiil Southern Command, along Lebanon's border with Israel. Mustafa Badrcddiiic, the head of 
Hezbollah’s foreign terrorist operations, began coordinating Hezbollah military activities in SvTia in 2012 and 
now heads the group’s Syrian command. Badreddine is a Hezbollali veteran implicated in tlie 1983 bombing of 
U.S. barracks in Beirut, tlie 2005 assassination of former Lebanese Prime Minister Rafik Hariri, and terrorist 
bombings in Kuwait, among other attacks. His appoinlnicnl is the strongest sign Hezbollah can give of its 
commitnient to Syria’s civil war. Other persoimel assignments include Abu Ali Tabtabai, a long-time 
Hezbollali commander, He was transferred from a position in southern Lebanon to Hezbollali's Syria 
command, where he served as one of Badreddine's senior officers, overseeing many of tlie highly trained 
troops formerly under his control in Lebanon, Hezbollah's focus on the Syrian conflict extends to the top of 
the organization as well; Nasrallali has directed the group's activities in Syria since at least September 2011, 
when he rcporlcdly began meeting Assad in Damascus to coordinate Hezbollah’s conlribulions to the country ’s 
civil war. Indeed, the organization’s intense focus on the Syrian conflict was the main reason for its 
rcdcsignalion by the U.S. Department of the Treasury in 2012. 

But joining the fight in Syria did not come without risk. Hezbollah has suffered some serious personnel losses 
as a result, both in Lebanon and in Syria. Hassan al-Laqis, Hezbollali’s chief military^ procurement officer, was 
assassinated in Beiait in December 2013; although the prime suspects were Israeli agents, Sunni extremists 
retaliating for Hezbollali's support for tlie Assad government have not been ruled out. And numerous high- 
ranking officers, including Favv/i Ayub, a longtime member of Hezbollah's foreign terrorist wing, have 
reportedly been killed in Syria in clashes with anti-Assad rebels. By the first half of 2015, Hezbollah was 
suffering between 60 and 80 weekly casualties in Syria’s Qalanioun region alone. The deaths of Hezbollah 
members of Ayiib’s stature in Syria — and the sheer number of militants killed and wounded there — 
demonstrate Hezbollah’s seriousness in defending die Assad regime. Ite tolerance for such losses, on the other 
hand, reveals dial Hezbollali increasingly considers the Syrian conflict an existential fight — for its domestic 
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standing in Lebanon, on the one hand, and for Ihe position of Shiite forces in Syria's biller sectarian conllict, 
on the other. 

Hezbollah Operations in Iraq and Yemen 

Even as it deepens its acti\ities in Syria, Hezbollali continues to aid Shiite militias in Iraq, sending small 
numbers of skilled trainers to fight the Islamic State (also known as ISIS) and defend Shiite shrines there. 
According to the U. S. Department of the Treasury, Hezbollah has also invested in commercial front 
organizations to support its operations in Iraq. In June, Treasury^ designated Hezbollah member Adham 
Tabaja, the majority owner of the Lebanon-based real estate and construction finn Al-lnmaa Group for 
Tourism Works, and reported he has exploited tlie firm's Iraqi subsidiaries to fund Hezbollah, witli the 
assistance of Kassem Hejeij, a Lebanese businessman tied to Hezbollah, and Husayn Ali Faour, a member of 
Hezbollah's overseas terrorism unit. 

As in Iraq, Hezbollah has dispatched only a small number of highly skilled trainers and fighters to Yemen. But 
as in Syria, the prominence of the operatives that Hezbollah has sent llicrc demonstrates the importance the 
group attributes to the country’s ongoing civil conflict. Khalil Haih, a fonner special operations commander 
and a close adviser to Nasrallah, oversees Hezbollali’s activities in Yemen, managing the transfer of funds to 
the organization within tlie country^ and travelling frequently to Tehran to coordinate Hezbollali activities with 
Iranian officials. Given his experience working with other terrorist organizations, his close relations with 
Iranian and Hezbollah leaders, and his expertise in special operations and training, appointing Harb to work in 
Yemen no doubt made a great deal of sense to Hezbollah, hi May, Saudi Arabia sanctioned Harb and another 
Hezbollah operative. Muhammad Qabalan, for their involvement in the country's conflict. 

Harb, however, would not be the most senior operative Hezbollah has dispatched to Yemen. In the spring of 
201.^, Hezbollah sent Abu Ali Tablabai, the senior Hezbollah commander formerly stationed in Syria, to 
upgrade the group’s training program for Yemen’s Houthi rebels, which reportedly involves schooling them in 
guerilla tactics, ’’Sending in Tabtabai [lo YcnicnJ is a sign ofa major Hc/bollah investment and commitment,” 
an Israeli official told me. 'The key question is how long someone of Tabtabai’s stature will stay.” 

Hezbollah’s Long-Term CommUment to Regional Adventurism 

In Syria and elsewhere, deadly proxy conflicts — between Saudi Arabia and other Sunni Gulf states, on the one 
hand, and Iran on llic other — have been complicated by the dangerous overlay of scclariaiiism, Sunni and 
Shiite states and their clients seem to view the region's wars as a part of a long-term, existential stniggle 
between their sects. Indeed, the war in Syria is now being fought on two parallel fronts: one between the Assad 
regime and the Syrian opposition, and tlie other between Simni and Shiite communities over tlie tlireat each 
perceives in the other. Similar dynamics define the wars in Iraq and Yemen. Factional conflict might be 
negotiable, but sectarian war is almost certainly not. 

Hezbollali's involvement in the war in Syria may have originally focused on supporting the Assad regime, but 
it now considers that war an cxislcniial battle for the future of Uic region, and for Hezbollah's place in it. As a 
result, Hezbollah’s regional focus will likely continue for tlie foreseeable future. Togetlier with other Iranian- 
backed militias, the group will continue to head an emerging Shiite foreign legion working both to defend 
Shiite communities and to expand Iranian influence across tlie region. 

Even as it juggles its involvement in the conflicts of Iraq, Syria, and Yemen, Hezbollah must also balance its 
occasionally clashing ideological and political goals elsewhere. Hezbollah’s adherence lo the Iranian doctrine 
of velayal-e faqih, (guardianship of the jurist), which holds that a Shiite cleric should serv'e as the supreme 
head of govcnimcnl, binds Hezbollah lo the decrees of Iranian clerics. Bui lliis complicates Hezbollah's oilier 
commitments to the Lebanese state, Lebanon’s Shiite community-', and Shiites abroad, because the interests of 
Iranian and Lebanese leaders often diverge. Hezbollah has long navigated these conflicting obligations with 
skill, but it will become increasingly difficult to do so as the group’s priorities take it further afield from 
Bciait. Indeed, Lebanon is deeply divided along confessional and sectarian lines, so when Hezbollali fights 
against Sumiis abroad, it underaiines its own ability' to navigate domestic Lebanese politics. 
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Meanwhile, Hezbollah's mliniale cooperation with Iran’s Qods Force in Syria is drawing il slill closer into 
Tehran’s orbit, and thus deeper into the region’s ongoing conflicts. By some accounts, Hezbollali units on the 
ground in Syria are sometimes instructed by the group’s leadership to do one thing, but then once on the 
ground they are redirected by IRGC officials to do something else, and they are increasingly listening to the 
final word from the IRGC. In any event, Hczbollali’s transformation is acutely felt by the group's operatives 
themselves. "We shouldn't be called Party of God," one Hezbollah commander told Tlie Financial. Times in 
May. “We're not a party^ now, we’re international. We're in Swia, weVe in Palestine, we’re in Iraq and we’re in 
Yemen. We are wherever the oppressed need us... Hezbollah is the school where every^ freedom-seeking man 
wants to learn," 

Hezbollah Global Terrorist Operations Continue Apace 

Three years ago this summer, Hezbollah blew up a bus of tourists in Bulgaria. The European Union then 
banned the mililary wing of Hezbollah. But despite both being blacklisted by Bnisscls and being heavily 
invested in the Syiian war. Hezbollah continues to plot attacks around the world, with a particular focus on 
Europe and South America. 

"Bey ond its role in Syria," Matt Olsen, the then-director of the National Counterterrorism Center (NCTC) 
warned in September 2014, "Lebanese Hezbollah remains committed to conducting terrorist activities 
worldwide." Nor are these plots only Israel's concern. The NCTC director continued: "We remain concerned 
the group's aclivilies could either endanger or target U.S. and other Western interests." NCTC officials note 
that Hc/bollah "has engaged in an aggressive terrorist campaign in recent years and continues attack planning 
abroad. " Over tlie past few years Hezbollah plots either failed or were foiled as far afield as Soutli Africa, 
Azerbaijan, India, Nigeria, Cyprus. Thailand, Turkey, and Bulgaria, 

In April 2014, two Hezbollali operatives were arrested in Thailand, one of whom admitted that the tw'O were 
Lliere to carry out a bomb attack targeting Israeli tourists in Bangkok, according to U.S. counterterrorism 
officials. The plots underscored tlie threat posed by Hezbollali to civilian centers, the officials added. 
Autliorities were also concerned that the operatives were Lebanese dual citizens, one a French national and tlie 
other Filipino. 

More recently, Peruvian counterterrorism police arrested a Hezbollah operative in Lima in November 2014, 
tlie result of a surveillance operation that began several months earlier In that case, Mohammed Amadar, a 
Lebanese citizen, arrived in Peru in November 2013 and married a dual Peruvian-American 'woman two weeks 
later. They soon moved to Brazil, living in Sao Paulo until they returned to Lima in July 2014. Autliorities 
were clearly aware of Amadar at the time, because they questioned him on arrival at the airport and began 
walching him then. When he was arrested in October, police raided his home and found traces of TNT, 
detonators, and other inflammable substances. A search of the garbage outside his home found chemicals used 
to manufacture explosives. By the time of his arrest, intelligence indicated Amadar's targets included places 
associated witli Israelis and Jews in Peru, including areas popular with Israeli backpackers, tlie Israeli embassy 
in Lima, and Jewish community institutions. 

Hezbollali has long been active in Soulli America, from the Tri-bordcr Area where llic borders of Argentina, 
Paraguay, and Brazil meet to Chile, Uniguay. and more. This trend continues, as tlie State Department noted in 
its amiual lerrorism report, where it highlighted the financial support networks Hezbollali maintains in places 
like Latin America and Africa. According to Brazilian police reports, Hezbollali helped a Brazilian prison 
gang, the First Capital Command (PCC), obtain weapons in exchange for protecting prisoners of Lebanese 
origin detained in Brazil. Lebanese traffickers tied to Hezbollah reportedly' helped sell C4 explosives that the 
PCC allegedly stole in Paraguay. Moreover, the juxtaposition of Hezbollah plolliiig m Thailand and Soulli 
America is nothing new: In 1994, Hezbollah nearly blew up die Israeli embassy' in Bangkok just w'eeks before 
it successfully bombed the AMIA Jewish Community^ Center in Buenos Aires, 

The latest plot was thwarted this summer in Cyprus, where Hussein Bassam Abdallah, a dual Lebanese- 
Canadian citizen, stockpiled 8,2 tons of ammonium nitrate, a popular chemical explosive. In July, Abdallah 
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pled guilly lo all eight charges against him -- including parlicipalion in a terrorist group (read: Hczbollali), 
possessing explosives, and conspiracy to commit a crime. It was the second time in tliree years that a Cypriot 
court has sentenced a Hezbollah operative to prison for plotting an attack in Cypais. But this latest plot is 
different, in part because it reveals that the EU's warnings to Hezbollah not to operate on European soil have 
not dissuaded the group at all. 

Back in July 201 2, Cypriot authorities watched Hussam Yaacoub, a dual Lebanese-Swedish Hezbollah 
operative, conduct surveillance of Israeli tourists and arrested him in his hotel room a few hours later (lie was 
ultimately convicted and jailed). A few days later, a group of Hezbollah operatives — one of them a French 
citizen — blew up a bus of Israeli tourists in Burgas, Bulgaria. Brussels was faced with the reality that 
Hezbollah was dispatching European operatives to cariy- out operations on European soil. 

After months of often acrimonious deliberations, senior European officials gathered in Brussels in July 2013 to 
announce that all 28 EU member stales agreed lo add Hc/.bollalt's military wing — not the organization itself -- 
to the EU's list of baimed terrorist groups. At the time, European officials pointed to the blacklisting as a shot 
across the bow. "This is a signal to terrorist organizations," German Foreign Minister Guido Westerwelle 
warned. "If you attack one of our European countries, v'ouget an answer from all of them." 

Fast forward Iwo years. New evidence reveals that Hezbollah's military wing is still plotting attacks across 
Europe. We now know that the explosive material recently found in Cyprus was stored in the basement of a 
house in a residential Lamaca neighborhood sometime in 20 1 1 . hi other w ords, these two Cyprus plots were 
not consecutive, but overlapping and possibly comiected. By die time the EU bamied Hezbollali's military 
wing, tlie recently seized explosives had already been in the country for over a year, maybe two, Hussein 
Abdallali made around ten trips to Cyprus to check on the explosives stockpile starting in 2012. He was paid 
handsomely to serve as guardian of chemicals: he was arrested carrying 9,400 euros, which he conceded was 
his latest payment from Hezbollah. 

Abdallah admitted that Hezbollah planned to mount attacks in Cyprus targeting Israeli or Jewish interests 
there, but that was hardly the fiill scope of the operation. Indeed, the amount of explosives Hezbollah 
stockpiled would have facilitated many attacks. According to Israeli investigators. Hezbollah w-as using 
Cypais as a "point of export" from which to funnel explosives elsewhere for a series of attacks in Europe. 
Indeed, Llic plot w^as already in motion: investigators believe the explosives used in the 2012 Burgas bus 
bombing may have conic from the batcli of chemicals stored in Cyprus. 

The tlireat to Europe was real. Not only did Hezbollali actively maintain an explosives stockpile in Cyprus, the 
group retained llic operatives, infiastruclurc and reach to engage in operations across Europe. Over the course 
of time Abdallah maintained tliis explosives stockpile, Hezbollah remained active across Europe, from a 2012 
bombing thwarted in Greece to the arrest and deportation of a Hc/bollali operative in Denmark in 2013 who 
arrived on a commercial ship for purposes still unknown. Four months after the EU ban, in late 2013, ttvo 
Lebanese passengers at a Brussels airport were caught with nearly 770,000 euros in llicir possession. At least 
some of this cash was suspected to be intended for Hezbollali's coffers, Europol reported in a report earlier tliis 
year on the use of cash by criminal groups to launder money. A tew months later, Germany raided the offices 
of tlie Orphan Children Project Lebanon in Essen, accusing the group of serving as a Hezbollah fundraising 
front organization. In its last annual report, Germany's domestic intelligence agency noted that Hezbollah 
maintains some 950 active operatives in the country^ 

Hezbollali weapons and leclmology procurement operations continued in Europe as well. In July 2014, the US 
Treasury blacklisted a Lebanese consumer electronics business. Stars Group Holding, along witli its owners, 
subsidiaries, and "certain managers and individuals who support their illicit activities." Together, they 
functioned as a "key Hezbollah procurement network" that purchased technology around the world - including 
in Europe — lo develop the drones Hezbollah deploys over Israel and Syria, 

Abdallah's last assignment was lo find a storage facility where the explosives stockpile could be stored, 
suggesting the plan to move small batches of the material to multiple locations across Europe may have been 
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moving fonvard. Wliilc Abdallah traveled on his authentic Canadian passport, Hezbollah provided him a 
forged British identity’ card to use locally in Cv^ras to rent the facility . This may have been his undoing, since 
traveling on authentic documents and using forgeries to conduct local, non-governmental business has become 
a preferred modus operand! for Hezbollali. Otherwise, authorities may not have picked up on the shipments 
themselves: Hezbollah reportedly is using commercial front companies under deep cover - some as far away 
as China and Dubai -- to ship the dual-use chemicals it uses to manufacture explosives. 

Some Money will Logically Flow to Bad Actors 

According to Ihc Stale Dcparlmcnl’s latest terrorist report, released in June, "Iran continued to sponsor terrorist 
groups around the world, principally through its Islamic Revolutionary' Guard Corps-Qods Force (TRGC- 
QF)., .These groups included Lebanese Hezbollah, several Iraqi Shia militant groups, Hamas, and Palestine 
Islamic Jiliad." In addition, the State Department accused Iran of "prolonging the civil war in Syria, and 
worsening llie human rights and refugee crisis there." The report described Iran's terror sponsorship as 
"midiminished." The report also described hoyv Iran increased training and fimding for its militias in 2014, 
supplying them with advanced weaponry . Iran also "provided hundreds of millions of dollars" lo Hc/bollah 
and "trained thousands of [the group's] fighters at camps in Iran." The State Department concluded that it does 
not c.xpcct Iran’s behavior in Syria lo change anytime soon, asserting that "Iran views Syria as a crucial 
causeway in its weapons supply route to [Hezbollali], its primary beneficiary, and as a key pillar in its 
'resistance' front." Indeed, Iran conliiiucd lo provide the group with "Irainiiig, weapons, and explosives, as well 
as political, diplomatic, monetary, and organizational aid." 

It is against tliis backdrop that Iran sanctions relief will take place. Whatever the amount of money Iran 
receives Irom sanctions relief — in congressional testimony in July Secretary Lew put Uic number around $50 
billion, but tlie President himself referred in May to "$150 billion parked outside the country" — Iran will gain 
access to at least tens of billions of dollars, at first from blocked accounts and later from additional oil sales. 
And while administration officials have acknowledged that Iran engages in a wide range of nefarious activities, 
Treasury Secretary' Jack Lew opined in April that "Most of the money Iran receives Irom sanctions relief will 
not be used to support those actmties." 

Presumably, Teliran will indeed spend the vast bulk of these monies on pressing domestic needs. But it will 
undoubtedly also direct substantial funding to foreign adventures, proxies and allies in keeping with its 
longstanding track record. That is indeed the expectation of Iran’s allies in the region. Hezbollali Secretary 
General Hassan Nasrallali noted in April that even under sanctions Iran funded its allies, and anticipated that a 
now "rich and poyy'erful Iran, which will be open to the world" would be able to do even more: "I say tliat in 
the next phase Iran will be able to stand by its allies, friends, the people in the region, and especially the 
resistance in Palestine and the Palestinian people more than any time in the past, and this is what the otliers are 
afraid of" 

Even a small percentage of the lower end estimates of Iran's sanction relief windfall would enable Tehran lo 
undenyTite a significant increase in what Secretary Lew correctly referred to as "Iran's menacing behavior." In 
fact, in all likelihood Iranian support for such behaviors will only increase in the wake of a deal over Iran's 
nuclear program. Iranian leaders who backed the deal will likely feel the need to prove their anti-American and 
pro-revolutionary' bona fides. especially since the deal is widely seen in Iran as a victory' for Rouhani and his 
allies over the Islamic Revolutionary Guard Corp (IRGC) and oilier hardliners. The Supreme Leader himself 
may also feel the need — or it may simply be in his interest — to give the IRGC and the Qods Force greater 
latitude to behave aggressively in the region as a means of balancing domestic bases of power within Iran at a 
time when Rouhani would be riding high in the wake of die Iran deal. 

Terrorism designations will not be removed under the Iran deal, including CISADA secondary' sanctions — 
which is good. But in the past the Treasury Department pointed lo the impact of WMD-proliferalion sanctions 
on Hezbollali's bottom line, acknowledging the fungibility' of funds across tlie spectrum of Iran's illicit 
financial conduct. In March 2014, tlien-Treasury' Undersecretary David Cohen touted the collateral 
counterterrorism benefit of counter-proliferation sanctions targeting Tran's banking and oil sectors: "In fact, the 
success of our unprecedented Iran sanctions regime — ^including sanctions on Iranian financial inslilulioiis and 
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Iran's ability lo sell its oil — has had the collateral benefit of squeezmg Tehran's ability to liind terrorist groups 
such as Hezbollali." That will no longer be the case. 

The administration says it intends to keep Iran's feet to the fire on these behaviors. "Make no mistake; deal or 
no deal, we will continue to use all our available tools, including sanctions, to counter Iran's menacing 
behavior," Treasury^ Secretaiv’ Jack Lew said m April. "Iran knows that our host of sanctions focused on its 
support for terrorism and its violations of human rights are not, and have never been, up for discussion. The 
Treasiuy’ Department's designations of Iranian-backed terrorist groups. ..will persist, giving us a powerfiil tool 
to go after Iran's attempts to fiind terror." There is, how^ever, a ver>^ real trust deficit between the administration 
and bolli the U.S. public and our allies in the region regarding U.S. policy toward the Middle East (lliiiik: 
chemical weapons rcd-linc) and the Iran deal in particular (think: inspections aimvhcrc, anytime). And here's 
the rub: to effectively counter Iran's menacing behaviors Iranian entities — banks, big business, bonyad 
foundations — will have to be potential targets for "all our available tools, including sanctions." But the text of 
the Iran deal itself enshrines Iran's own red-line on sanctions; "Iran has stated that if sanctions are reinstated in 
whole or in part, Iran will treat that as grounds to cease performing its commitments under the JCPOA in 
whole or in pari." Will Ihc U.S. risk undermining ihc Iran deal by sanclioning Iranian cnlitics for supporting 
terrorism or abusing human rights? 

The RisIts That Remain 


In June, the Financial Action Task Force (FATF) issued its latest public statement identifying jurisdictions 
with "slralcgic deficiencies" related to money laundering and terrorist financing which pose risks lo llic 
international financial system. As the technocratic, apolitical, multilateral body charged with setting global 
standards for anti-money laundering and counter-terror financing. FATF is uniquely positioned to opine on 
tliese matters. It is tlierefore verv- significant that FATF foiuid that (as in past reports) only two jurisdictions — 
Iran and North Korea — present such "ongoing and substantial money laundering and terrorist financing 
(ML/TF) risks" that the international community' should apply active "counter-measures" to protect themselves 
and the larger inlcmalional financial system. 


FATF's statement on Iran included this blunt language: 


.The- BAfF remains particularly and exceptionally, concerned about lrah's.failurefo^addres's,t)t$)rf 
terrorist finauaitg and the senous threat this poses to tlie integrity of tlte intematipnal' f 

system, despite Irau'.s recent engagement with the FATF. 


'This -FATF reaffirms its call oii.members and urges all mpj 
special atleimon tobusmess relationships'aud 
coihpthues and financial inscitLitiOus in addition to ettl^k 
FobT,«ary 2f)09 call on its members and urges anjurisdSl^bbui 
protect theT finaiicia! sectors from monev laundering fi 
cmUnalmg from hraii. The FATF continues lo utgcjuri^lcfr 
relationships, being used to bypass or evade coimter-in 
into aceOimt ML/ FT risks when conSidermg requesi-s 
aud subsidianes in tlieir jurisdictiou. Due to the cputiiii 
liart.iuTisdictions shQuld.considcr the steps already.lakj^^ . . , 

strengthen 'existing o 


, iucludmg Iranian 



ptacficek and to lake 


Bui now, under the Iran deal, most of the world, including Europe, will be looking lo expand business 
relationships with Iran even as these ‘‘slralcgic deficiencies'' related lo Iran's money laundering and terror 
financing activities remain. And those deficiencies are nowhere as broad and blatant as they are in regards to 
the Islamic Republic’s financial and material support to Hezbollah. 
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Conclusion 

A few weeks ago, senior Saudi Hezbollah operative Ahmed al-Mughassil was detained in Lebanon and sent to 
Saudi Arabia where he has long been wanted on charges of masterminding and cann ing out the 1996 Khobar 
Towers bombing. Mughassil has been an intimate and longtime confidante of the IRGC and Qods Force, 
working closely with both Iranian and Lebanese Hezbollah operatives. His arrest and interrogation should 
reveal still more details about the nature of the relationships between the TRGC and Qods Force on the one 
hand and Lebanese Hezbollali and its regional allies, especially in the Gulf, on the other. One can only hope 
that the timing of this arrest is the result of a renewed push to collect timely information about these group's 
aclivilics for the purpose of taking tangible action againsl them. 

One area of inquiry' and action that could yield particularly positive results would be to target, in fairly quick 
succession, a variety' of Hezbollah front companies and logistics nodes around the world. A theme woven 
throughout this testimony is that Hezbollah relies heavily on such front organizations to carry' out its 
operations, from Europe to Iraq and from China to Dubai. 

In July, the Treasury Department designated one such network, which was focused on supporting the group's 
activities in Syria. In July, Treasury' described Abd al-Nur Shalan as ‘"a businessman w'ith close ties to 
Hezbollah leadership'' wiio served as Hezbollah's "point person for the procurement and transshipment of 
weapons and materiel for the group and its Sy’iian partners for at least 15 years.” Shalan, Treasury' informed, 
"lias been critical in keeping Hezbollah supplied with weapons, including small arms, since the start of the 
Sy rian conflicL.” Shalan has been at the center of brokering business deals involving Hezbollah, including one 
for Sy'rian officials with companies in Belarus. Russia, and Ukraine regarding the purchase and sale of 
weapons. In 2010, he acquired a number of tons of anhydride, used in the production of explosives and 
narcotics, for use by Hezbollah. 

Targeting Hezbollah's financial and logistical choke points is very' effective, but only if done in a steady 
stream of actions, not a series of one-off designations from which Hezbollah can easily recover by rerouting its 
financing and logistics tlirough other fronts. 

Indeed, actions such as tliese w'ill be all die more necessary' now that Russian forces are reportedly on the 
ground in Syria. Israeli officials arc not so much concerned that Russia will start anning Hezbollah directly, 
but that the Russian presence on the ground could mitigate Israel's ability to target Iranian arms shipments 
intended for Hezbollali as the Israeli air forces has done in the past. 

While the Iran deal leaves much open to interpretation, one thing is certain: for Iran this deal is strictly 
transactional, not transformational. To die contrary, Iran is almost certain to increase its clandestine activities 
and support for proxies engaged in asymmetric warfare and reasonably deniable intelligence and terrorist 
operations. In other w'ords, Hezbollah is about to take a place of even greater prominence wddiin tlie planning 
of Iran's revolutionary elite. Hezbollali heeded Tehran's call (o step into the breach of lire Syrian war, and as a 
result has drifted even further into the Iranian orbit as a result of its intimate operations with tlie IRGC diere. 

But designating only' Hezbollah entities — or those coiuiected to odier Shiite militia or terrorist groups 
answering to Iran — is not enough, Whether through Treasury- designations or other tools, IRGC and Qods 
Force officers and entities engaged in Iran's ongoing illicit conduct must also be taken to task. 

There are many areas of the Iran deal that warrant close attention as the deal moves toward implementation. 
Contending with what Secretary' Lew referred to as “Iran's menacing behavior” — in particular through its own 
IRGC Qods Force and Lebanese Hezbollah — must be at tlie top of tlie list. Failure to do so would not only 
undermine Ihc logic of the Iran deal as arliculalcd by the administration, il would add to ihc very real trust 
deficit currently affecting our relationships w'ith allies both m die region and around the globe. 
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Ms. Ros-Lehtinen. Thank you, Dr. Levitt. 

Dr. Maloney? 

STATEMENT OF SUZANNE MALONEY, PH.D., INTERIM DEPUTY 

DIRECTOR, CENTER FOR MIDDLE EAST POLICY, THE 

BROOKINGS INSTITUTION 

Ms. Maloney. Chair Ros-Lehtinen, Ranking Member Deutch, 
members of the committee, thank you so much for the opportunity 
to appear before the committee today on this very important issue. 

The wide-ranging sanctions relief incorporated in the Iran nu- 
clear deal has elicited what I believe to be a widely shared sense 
of affront at the appearance of rewarding Tehran after decades of 
bad behavior. And this is magnified by the irony that Washington 
is being forced to effectively cede the most effective instrument in 
its policy toolbox, the sanctions regime, at the very moment when 
its efficacy has finally been confirmed, even as some of the most 
strategically relevant aspects of the Iranian challenge remain 
unabated. That unescapable reality underscores the importance of 
identifying and implementing new mechanisms for addressing 
Iran’s problematic regional policies. 

Let me emphasize just two aspects of my written testimony. The 
first is the question of what Tehran will do with the money that 
it receives from the sanctions relief and the new trade and invest- 
ment that is facilitated by the post-deal context. 

The public discussion of the deal and its provisions have tended 
to emphasize the availability of new resources for Tehran’s support 
of terrorist groups and other violent proxies, as well as its assid- 
uous efforts to extend its influence across the region. However, it 
should be acknowledged that the most pressing needs facing 
Tehran today are not those related to its regional posture but to 
its domestic economy. 

The sanctions regime that was so effective in succeeding in shift- 
ing Iran’s approach and changing its longstanding nuclear recal- 
citrance did not come as a result of restrictions that impeded its 
ability to sustain its regional policies but, rather, because of the 
more immediate and potentially unsettling implications for the sta- 
bility and the survival of the regime at home. The sanctions were 
felt far more immediately and more profoundly by the average Ira- 
nian than by the average beneficiary of Tehran’s terror subsidies. 

And it was these concerns about the erosion of Iran’s economic 
base and the legitimacy of the system that generated the decision 
to negotiate in full seriousness and the elevation of Hassan 
Rouhani. For this reason, it is important to appreciate that the do- 
mestic requirements and priorities will loom large in the allocation 
of deal-related windfalls that will accrue to Tehran over the course 
of the next year. Rouhani is keenly concerned with Iran’s dire eco- 
nomic predicament. Rehabilitation is ranked at the top of his agen- 
da, in parallel with the nuclear file. 

This isn’t simply a matter of policy preferences for Rouhani and 
his team. Iran has real politics, and its population is impatient to 
reap the peace dividend that it was promised more than 2 years 
ago when they elected Rouhani to the Presidency with the expecta- 
tion of an end to the nuclear impasse. 
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Let me also speak to the question of how sanctions relief will im- 
pact Iran’s regional policies. Unfortunately, the long-term track 
record is clear: Iran’s support for terrorism has never been driven 
primarily or even substantially by resource availability. In fact, 
Iran’s most destructive regional policies have been undertaken and 
sustained at times of epic sanctions and economic constraints. 

These policies were initiated during the early post-revolutionary 
period, just at the moment that Iran’s economy reached its lowest 
point as a result of revolutionary chaos and upheaval and the even- 
tual Iraqi invasion of Iran and throughout the long, brutal, and 
costly war that followed. In fact, many of Iran’s worst regional 
abuses took place during this first decade, mentioned during the 
chair and the ranking member’s statements: The cultivation of 
Hezbollah, the 1983 and 1984 bombings, and the direct and deadly 
assistance to subversive groups around the region. 

The same trends have held course over the past decade as exter- 
nally imposed economic pressures as well as the fall in oil prices 
have reached or even surpassed the heights of the hardships dur- 
ing the war. Sanctions have provided no remedy to Iran’s efforts to 
extend its influence through nefarious activities and allies and its 
substantial investment in fueling and fighting conflicts in Iraq and 
Syria. 

Even since 2010, as the world has targeted Iran’s regional power 
projection and its support for terrorist proxies, there is little evi- 
dence that sanctions have impeded Iran’s most destabilizing poli- 
cies. 

So the question that concerns the committee today is, what can 
we do? My colleagues have, I think, provided a number of impor- 
tant and constructive recommendations. Sanctions relief will un- 
doubtedly exacerbate the challenges that we face, but the nuclear 
deal takes one of the most pressing aspects of the problem off the 
table at least for the next decade. 

This provides us an opportunity to construct a bipartisan ap- 
proach here at home and to, for the first time in the history of the 
Islamic Republic, really create a multilateral, durable alliance that 
addresses the regional challenge that Iran poses. 

Thank you. 

[The prepared statement of Ms. Maloney follows:] 
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Subcommittee on the Middle East and North Africa 
Committee on Foreign Affairs, U.S. House of Representatives 
September 17, 2015 

Chairman Royce, Ranking Member Deutch, Members of the Committee, thank you for the 
invitation to appear before the Committee today. 1 am honored to appear before you today to 
discuss the impact of sanctions relief under the Joint Comprehensive Plan of Action, particularly 
with respect to Iran’s regional influence and activities. 

The ICPOA will entail enormous benefits for Iran’s economy and, as a result, provide substantial 
additional resources available to the government of Iran. On “Implementation Day,” which is 
anticipated to arrive sometime in early/mid-2016, Iran will be unshackled from the 
preponderance of the sanctions regime that halved its oil exports, crashed the value of its 
currency, and cost the country tens of billions — at least — in lost revenues and additional costs 
over the course of the past five years. The United Nations Security Council measures, which 
served as a platform for most of the actions undertaken by the rest of the world against Iran, will 
vanish with a few notable exceptions pertaining to conventional arms and ballistic missiles. 

The totality of European Union sanctions, including the embargo on Iranian oil and prohibitions 
on energy investment, will evaporate. And nearly all of the American measures that had 
effectively severed Iran’s economy from the international financial system will be waived, 
permitting somewhere in the realm of $100 to $150 billion in Iranian assets that had been held in 
overseas accounts to flow back into Iran. 

The agreement also provides for the effective cessation of a number of American measures that 
were predicated on the full range of concerns about Iranian policies, re-opens a loophole that 
pemiits U.S. corporations to trade with or operate in Iran via foreign subsidiaries, and carves out 
a wider array of permissible U.S. business with Iran than at any time since the comprehensive 
embargo was put in place twenty years ago. Like the release of Iran's frozen assets, these new 
openings in the American sanctions architecture will go into effect immediately after Tehran's 
initial nuclear constraints have been certified. 

This wide-ranging sanctions relief incorporated in the ICPOA has elicited considerable angst 
among some here in Congress, as well as other U.S. policymakers and allies. The sense of affront 
at the appearance of rewarding Tehran after decades of bad behavior is magnified by the irony 
that Washington is being forced to cede the most effective instrument in its policy toolbox, at the 
very moment when its efficacy has finally been confirmed, even as some of the most 
strategically relevant aspects of the Iranian challenge remain unabated. That inescapable reality 
underscores the importance of identifying and implementing new mechanisms for addressing 
Iran’s problematic regional policies. 
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Sanctions Relief and the Iranian Economy: What Will Tehran Do with the Money? 

The public discussion of the JCPOA and its provisions regarding sanctions relief has tended to 
emphasize the availability of new resources for Tehran’s support for terrorist groups and other 
violent proxies as well as its assiduous efforts to extend its influence across the broader Middle 
East. However, it should be acknowledged that the most pressing needs facing the Iranian 
government are not those related to its regional posture, but rather to its domestic economy. 

The sanctions regime erected between 2006 and 2015 has been viciously effective, halving Tran’s 
oil exports, precluding Tehran from repatriating its hard-currency profits from the sales, and 
impeding Iranian banks from transactions with the rest of the world. They succeeded in shifting 
Iran’s approach to the protracted nuclear impasse not because of these restrictions impeded its 
ability to sustain its regional policies, but rather because of the more immediate and potentially 
unsettling implications for the stability and ultimately the survival of the regime. 

The sanctions were felt far more immediately and far more profoundly by the average Iranian 
than the average beneficiary of Tehran’s terrorist subsidies, and it was the concerns about the 
long-term erosion of Iran’s economic base and the legitimacy of the ruling system that generated 
a consensus decision among the political elite to relinquish its longstanding nuclear recalcitrance, 
elevate a more pragmatic elective leadership, and engage in a serious and, eventually, successful 
process of negotiations to end the impasse and the sanctions. 

For this reason, it is important to appreciate that domestic requirements and priorities will indeed 
loom large in the allocation of the deal-related windfalls that will accrue to Tehran over the 
course of the next year. Iran’s president, Hassan Rouhani, is keenly concerned with Iran’s dire 
economic predicament. He has consistently articulated a national security perspective in which 
economic strength is an integral component of national power. He was one of the first public 
critics of the policies of his predecessor, Mahmoud Ahmadinejad, raising alarms about the 
dangers of the government’ s blithe disregard of the implications of intensifying sanctions and the 
2008 global financial crisis. 

His campaign for the presidency was grounded in the argument that Ahmadinejad’s policies had 
devastated Iran’s economy, and after taking office Rouhani has insisted that the situation was 
even worse than he previously understood. On his 100th day in office, he gave an address to the 
nation in which he described food shortages, epic inflation rates of 46 percent, and massive state 
debts of at least 2 trillion rials. He conceded that “the government that had the most revenues 
during its two terms” - Ahmadinejad presided over eight years in which Tehran earned more in 
petroleum exports than the previous century of production - “left the most debts as well.” 

In practice, economic rehabilitation has ranked at the top of Rouhani’ s agenda, in parallel with 
the nuclear file. He has installed an experienced group of technocrats and experienced economic 
planners to manage Iran’s rehabilitation, most of who had been forced out of government by 
Ahmadinejad. They have sought to revive the economy without imposing strict austerity 
budgeting, imposing fiscal and monetary discipline to control and reduce inflation while 
attempting to avoid triggering a deeper recession. 
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Rouhani’s government has also sought to abandon or significantly modify several of the headline 
economic initiatives of his predecessor, and to cultivate greater transparency and accountability 
within the economy. His officials and allies have been sharply critical of what they describe as 
incompetent, corrupt, and ultimately destabilizing stewardship of the country by Ahmadinejad 
and his cronies. And they have endeavored to curtail or even reverse the array of makeshift 
mechanisms for coping with sanctions that were intended to mask the dramatic exodus of foreign 
investors that facilitated the creeping sway of the Revolutionary Guard throughout Iran’ s 
economy. 

One of Rouhani’s most significant, and widely appreciated, domestic accomplishments since 
taldng office in August 2013 is the reduction in the inflation rate, from 42 percent at the time of 
his inauguration to more recent figures of 15 percent. His policies have also reversed the 
dangerous involution of Iran’ s economy that transpired during Ahmadinej ad’s final years in 
office - stabilizing to minimal levels of growth after a contraction of more than 8 percent. 

But he has promised the Iranian people more than just a halt to the crisis; Rouhani has pledged to 
generate growth, development, and jobs. He acknowledged in February 2015 that “at the moment 
we are just paving the way and filling up those potholes that were created earlier... We should 
reach a stage where the ground is paved, after which the machine [of economic growth] will 
speed up.” And he emphasized, in contradistinction to Iran’s supreme leader and some hard-line 
supporters of the Islamic Republic that “those who think the country can develop without 
relations with the outside world are absolutely wrong.” 

The JCPOA and its attendant sanctions relief will greatly facilitate Iran’s economic 
rehabilitation, but Rouhani and his advisers are particularly aware that it will not be a magic 
bullet. Based on their experience during the early 1990s, when a moderate Iranian president 
sought to reconstruct Iran’s economy after a decade of revolution and war, Iranian technocrats 
appreciate all too well that even the expeditious lifting of all international sanctions will only 
create new dilemmas for the country’s economy. 

For this reason, one of the key aspects of Rouhani’s economic strategy is an attempt to avoid 
some of the pitfalls that undermined its previous attempt to rebuild and restore its economy. 

Then, initial economic improvements were undercut by rapid growth in imports, which 
contributed to inflation as well as government struggles to stay current on a quickly-expanding 
foreign debt burden. The potentially counterproductive ramifications of a massive injection of 
new capital explains in part the conservative estimations by Iran’s Central Bank of the 
prospective repatriation of frozen funds in the aftenuath of sanctions relief 


Rouhani and his team will instead seek to deploy the JCPOA economic boost toward job creation 
and sustainable growth. Masoud Nili, Rouhani’s senior economic advisor who has long 
experience in devising Iran’s economic plans, has warned that if Tehran does not invest in its 
own capabilities and citizens, “in view of the unemployment situation we have, conditions in the 
economy will become deadly.” 


As with all issues in Iran, Rouhani’s economic policies have generated fierce debate within the 
engaged political class within the Islamic Republic. However, like the nuclear diplomacy, the 
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president clearly benefits from the support of Iran’s supreme leader and, by extension its hard- 
liners, to advance this agenda. 

This isn’t simply a matter of policy preferences forRouhani and his team: Iran has real politics, 
including elections for its parliament and the body that selects its supreme leader early next year. 
And its population is impatient to reap the peace dividend that they were promised more than 
two years ago, when they elected Rouhani to the presidency by a surprising margin. Rouhani’s 
initial stabilization efforts have been greeted positively, but the wait for real results has proven to 
be a long and frustrating one for Iranians. 


The November 2013 interim nuclear agreement sparked new interest in Iran, but it generated 
little new investment and only modest new avenues of trade for Tehran. To date, the nuclear 
diplomacy has provided no meaningful ‘trickle-down’ effect for Iran’s economy or its population 
at large. Expectations have been elevated by the maximalist rhetoric that Iranian leaders have 
utilized in describing the benefits of the JCPOA. 


For this reason, expectations for Implementation Day are sky-high at home among Iranians, and 
Rouhani will be risking his mandate and his presidency if he does not deliver on real results: the 
generation of jobs, growth, new vitality' and opportunities for Iranians beyond the inner circle of 
regime elites, whose proximity to power has enabled them to thrive under even the most 
stringent periods of international economic pressure. (Of course, the aghazadeh and crony 
capitalists of the Islamic Republic are at least as eager for their own piece of the sanctions-relief 
pie, and the competition for resources among privileged constituencies and state institutions will 
also place domestic pressure on the regime.) 

These priorities do not negate the legitimate concerns about the potential for additional regional 
troublemaking as a result of the inevitable boost to Iran’s economy that will derive from the deal. 
Rouhani is not Iran’s ultimate authority, and the influx of previously inaccessible revenues will 
magnify the challenge facing the U.S. and the international community with respect to Iran’s 
regional influence. 

Still, both the contemporary balance of power in Iran and the historical track record highlight the 
importance of domestic priorities for Tehran. The internal expectations and urgent demands on 
the regime’s expanding coffers is a more complicated environment than simply a blank check to 
terrorist groups, and the continuing U.S. capacity to isolate those entities and individuals within 
Iran who remain engaged in terrorist activities will be crucial to shaping the decisions of its 
leadership (and the trajectory of its economic recovery.) 

How Will Sanctions Relief Impact Iran’s Regional Policies? 

Unfortunately, the long-term track record is clear: Iran’s support for terrorism has never been 
driven primarily or even substantially by resource availability. In fact, Iran’s most destructive 
regional policies have been undertaken and sustained even at times of epic constraints. These 
policies were initiated in the early post-revolutionary period, when Iran’ s economy was suffering 
the consequences of revolutionary upheaval and continuing internal unrest, and they continued 
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and actually significantly intensified after the September 1980 Iraqi invasion of Iran and 
throughout the long, brutal, and costly war that followed. In fact, many of Iran’s worst regional 
abuses took place during this first decade: the cultivation of Hezbollah and that group’s 1983 
bombing of the U.S. Marine barracks in Beimt and the direct and often deadly assistance to 
subversive groups in its southern Gulf neighbors throughout the war with Iraq. In fact, economic 
constraints may have energized and legitimized Tehran’s investment in unconventional warfare 
against its neighbors as well as American interests and allies by virtue of the limitations on 
Tehran’s ability to resupply its conventional war effort vis-a-vis Iraq and the cultivation of its 
leadership’s innate sense of suspicion. 

These same trends have held over the course of the past decade, as externally-imposed economic 
pressures on Tehran, as a result of both sanctions and the more recent decline in oil prices, 
reached or even surpassed the heights of the hardships during the war. These pressures provided 
no remedy to Iran’s efforts to extend its influence through nefarious activities and allies, or its 
substantial investment in fueling and fighting conflicts in Iraq and Syria. Even since 2010, when 
the world has applied unprecedented financial pressure on the regime including measures that 
have directly targeted the institutions and assets related to Iran’s regional power projection and 
its support for terrorist proxies beyond its borders, there is little evidence that sanctions impeded 
Iran’s most destabilizing policies. 

The relative consistency of Iran’s relationships with terrorist organizations and extremists across 
the region makes it impossible to discern much, if any, remedial relationship between the 
economy and the adoption of more responsible regional policies. This is in part a function of the 
relatively low funding threshold for these activities, the expense associated with sustaining 
Hezbollah’s massive rocket arsenal or fueling Bashar Al Assad’s barrel bombs is relatively 
easily absorbed even at times of relative scarcity. More importantly, the persistence of these 
policies is further confirmation that they tend to reflect opportunism on the part of Iranian 
leaders rather than budget priorities. 

The few episodes in which Iran’s support for terrorism has been mitigated, if only partially and 
ultimately temporarily, have been undertaken when the risks appear to be too high. During the 
late 1990s, Tehran appeared to curtail its previous policies of assassinating dissidents abroad as 
well as reign in its longstanding support to some subversive elements in the Gulf states; these 
shifts transpired after the 1996 Khobar Towers bombing and the 1997 Mykonos verdict, both of 
which posed brief but very serious jeopardy to Tehran’s efforts to secure a durable 
rapprochement with its neighbors, reopen its economy to the world, and attract a steady flow of 
new foreign investment. 

What is also plainly evident is that there is a powerful correlation between the intensification of 
multilateral sanctions on Iran and the expansion of the political and economic influence of the 
Revolutionary Guards within the power structure of the Islamic Republic. Indeed, during the 
same years that the Iranian nuclear impasse intensified, and economic pressure mounted, the 
political and economic role of the Revolutionary Guards expanded markedly. 

The Guards’ ascendance had been long in the making, and it certainly reflects other factors well 
beyond sanctions themselves, including the coming-of-age of Iran’s war generation and the 
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inability of the reformist movement to sustain its initial momentum and efficacy. Still, it can be 
no coincidence that the IRGC and its affiliated organizations managed to secure new primacy 
after sanctions and concerns about political and reputational risks had sent most of Iran’s 
Western investors running. 

The Role of Residual Sanctions in Shaping Iran’s Regional Posture 

The deal leaves intact a significant array of restrictions for Iran’s economy. The US. Treasury 
Department remains the long pole in the international sanctions architecture, and even residual 
American measures will pose a powerful deterrent against business in Iran. Iran’ s worst actors, 
including those associated with the Revolutionary Guard Corps, will remain sanctioned by the 
United States — tainting, by extension, any foreign company that does business with them after 
the deal. 

For American firms and individuals, the embargo on U.S. trade and investment in Iran 
criminalizes even the most tangential involvement in the Iranian economy outside the specific 
sectors exempted under the deal. 

These measures will compound other complications for new and returning investors in Iran. A 
decade of increasingly wide-ranging restrictions and consistently rigorous enforcement, 
including numerous multimillion dollar penalties, has created a culture of compliance by major 
firms around the world. In fact, the legal and reputational risks have been so thoroughly 
reinforced that the impact of the openings provided to Iran’s economy under the November 2013 
interim agreement has proven to be less, not more, valuable than originally anticipated. The same 
could prove true with respect to the relevant provisions of the JCPOA. 

Congressional opposition to sanctions termination means that the Obama administration will 
have to rely on waivers and other inherently temporary mechanisms for reversing existing 
measures; that alone entails sufficient uncertainty to give major investors around the world 
significant qualms about committing to the kind of multi-year, multi-billion dollar projects that 
Iran's energy sector requires. 

And of course the deal incorporates the threat of “snapping back” other sanctions, something the 
Obama administration fought for and has trumpeted in its defense of the agreement. Even if these 
provisions are not perfect guarantees that the current level of multilateral restrictions on Iran can 
be readily reinstated, they reinforce a sense of uncertainty about the medium or long-term 
context for investing in Iran - a time horizon that will be directly relevant for the scale and 
duration of major investments. 

There is no doubt that the perpetuation of economic restrictions will have a continuing, albeit 
modest, dissuasive impact on Iran. It seems highly unlikely, however, that U.S. penalties against 
the Revolutionary Guards and related organizations can provide sufficient disincentives to alter 
Tehran’s longstanding patterns of regional power projection or revise the broad calculus of 
opportunism and insecurity that underlies these policies and relationships. 

Where U.S. sanctions may play the most constructive role is in diminishing the advantages that 
the Guard and its affiliates have enjoyed within Iran’s economy. 
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Sanctions Worked, So Why Are We Ceding Our Most Effective Tool? 


Three decades of indifference to American penalties had inculcated an illusion of invulnerability 
among the Iranian leadership. With the help of Congress and the world, Washington has tested 
and ultimately shattered that illusion. Authorities put in place in the aftermath of the 9/1 1 attacks 
to curtail terrorist financing provided a platform for assembling an unprecedented campaign that 
access to the international financial system to individual Iranian banks and eventually most of its 
economy. Changes in energy markets made it possible for the first time to target Iran's oil 
production without blowback to the global economy or domestic price at the pump. And Iran’s 
internal regression - its conveniently cartoonish then-president Mahmoud Ahmadinejad and the 
suppression of 2009 pro-democracy protests - facilitated newfound and profoundly valuable 
cooperation from Europe and much of the rest of the world. 

Analysts have often argued that Iranian policies are shaped by varying degrees of pragmatism 
and a rational assessment of the costs and benefits of its options. On the nuclear program, 
however, Tehran’s uncompromising stance over a dozen years fueled the perception that its 
leadership would pay any price for the program. That is disproved by this deal. The sanctions 
instituted over the course of the past five years forced Iran to alter its uncompromising approach. 

Iran’s president has acknowledged as much. Rouhani has consistently cited the economy in his 
criticism of the foreign policies of his predecessor, Mahmoud Ahmadinejad, as well as in his 
public case for the nuclear negotiations, arguing in May 2015 that “the lives, the economy, the 
market, the money, the value of the national currency of the people depend on the nuclear 
negotiations ” 

So, after 36 years, pressure worked, imperfectly and incompletely perhaps, but it worked 
nonetheless. And now, just as one aspect of the Iranian challenge appears to have been mitigated, 
the deal relinquishes the very tool that made that success possible despite the fact that Iran’s 
destabilizing regional policies persist. 

The fundamental impediment is this: the United States does not have, nor is it likely we could 
instigate, anything close to the level of multilateral consensus surrounding Iran’s regional 
policies that was built, slowly and through the fortuitous confluence of facilitating 
circumstances, on the nuclear issue. 

Russia clearly does not share our interests in ending the Syrian conflict through the removal of 
the vicious Assad government; Beijing will not readily jeopardize its energy security to punish 
Iran for its financial and material assistance to Hamas or Palestine Islamic Jihad. And even our 
European allies have traditionally exhibited ambivalence on Iranian support to groups such as 
Hezbollah. 

The most recent period of Iran sanctions has been the exception to the rule of the past 36 years; 
throughout most of the history of the Islamic Republic, Washington found little support even 
among its closest allies for the application of any economic pressure toward Tehran whatsoever. 
Some of the conditions that facilitated the more recent consensus, such as historic shifts in the 
global energy market, remain true today. However, Iran has effectively dispelled some of the 
other factors, such as the international abhorrence toward its former president, Mahmoud 
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Ahmadinejad, and the outrage generated over his contested 2009 reelection and the repression of 
the protests that followed in its wake. 

Rouhani's election launched Iran's rebranding, and this alone had begun to undermine cohesion 
on the strategy toward Tehran. Ultimately, the nuclear agreement will accelerate a process of 
reintegration into the global economy that likely would have gained momentum even without a 
resolution to this crisis. 

Washington could have sought to thwart this process until or unless Tehran had fully 
transformed itself into a responsible actor at home and in the region. The uniquely dominant U.S. 
role in the international financial system affords formidable leverage, and refusing to dismantle 
the blockade on Iranian banks would have curbed at least some of the world's sudden enthusiasm 
for opportunities in Iran. Such a scenario may yet transpire, if Congress can muster a veto-proof 
majority to reject the nuclear deal. 

However, the history of U.S. policy since the Islamic Revolution offers little reason to be 
sanguine about a go-it-alone approach on Iran. Trying to sustain Tran's economic isolation 
without the participation, or at least the acquiescence, of the rest of the world's maj or powers 
would inevitably pose fewer costs for Tehran and greater expenses for Washington in terms of 
transatlantic relations and American influence around the world. And, based on the track record 
of the nuclear negotiations since 2002, it almost surely would generate an even less favorable 
resolution to Iran's nuclear ambitions. 

What Can Washington Do? 

Sanctions relief under the JCPOA will undoubtedly complicate and likely exacerbate the 
challenges posed by Iran across the Middle East. However, the nuclear deal mitigates, in a 
meaningful fashion and for a reasonable duration, one of the most urgent aspects of the Iranian 
threat, and should facilitate a new and more serious effort to generate a similar multilateral effort 
to curtail Iranian terrorist financing and materiel support. There are a number of steps that 
Washington can and should consider: 

1) Clarify in advance with our allies how we will respond to a range of potential issues with 
implementing the deal, including but not limited to clear-cut Iranian noncompliance with 
its obligations under the deal. This should include a robust European endorsement of the 
notion of reinstatement of European Union and individual state sanctions adopted after 
the 2010 United Nations Security Council Resolution 1929. 

2) Make certain through both private and public communications that T ehran appreciates 
the inevitability of continuing enforcement of those residual American sanctions related 
to counterterrorism, in an effort to preclude or undercut likely Iranian impulse to use this 
enforcement as a pretext for any failure to adhere to its own obligations. 

3) Intensify efforts to enforce existing Security Council prohibitions on the transfer of 
conventional weapons and ballistic missile technology to Iran, step up efforts to interdict 
illicit shipments to and from Iran. In addition, the United States should seek to generate 
new cooperation with Europe and U.S. regional allies on preventing Iranian arming and 
financing of proxy groups in the region and around the world. 
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Ms. Ros-Lehtinen. Thank you very much. 

And we have just been called to the House floor for a series of 
votes, but we will not be able to come back. I will turn in my ques- 
tions to you. If I can give you a homework assignment, to answer 
these for me, I would appreciate it. 

And let me turn to Mr. Cicilline in the remaining time for the 
questions. He is recognized. 

Mr. Cicilline. Thank you. Madam Chair. 

And thank you again to our witnesses. 

I am interested. Dr. Maloney, you said that Iran’s support for 
terrorism has never been determined by availability of resources, 
which suggests that the advent of additional resources — I guess, 
explain, sort of, what you mean by that before I 

Ms. Maloney. I think simply if you look at the long-term track 
record of the Iranian regime has done around the region, it has not 
been dictated by either the availability of or the lack of availability 
of funds. And, in fact, we have seen the intensiflcation of its worst 
policies, whether it is in Lebanon, Iraq, or in Syria, at times of 
greatest economic pressure. The regime always finds ways to fund 
fire guns; it is the butter at home that suffers. 

Mr. Cicilline. And certainly the argument has been made that 
there will be some pressure on Rouhani and the regime to respond 
to some of the very pressing domestic issues that face the Iranian 
people. But I would ask each of the witnesses, what are the 
things — you know, presuming some portion of the sanctions relief 
will be directed to activities that Iran is currently engaged in in the 
region, destabilizing activities, and presumably some increase in 
that, what are the best things that we can do, that Congress can 
do, to help mitigate the impact of those activities, reduce the likeli- 
hood that they will happen, or impose significant costs on Iran for 
engaging in that activity? What would you recommend as the one 
or two things, actions we can take as a Congress to respond to 
that? 

I guess start from left to right. 

Mr. Ottolenghi. Thank you, sir. 

I would suggest three things. 

The first is that you retain, both Congress retains and the ad- 
ministration retains, legal instruments to go after entities involved 
in aiding and supporting terrorism. And these instruments also 
allow you to prod and press allies who in this current climate may 
be less inclined to take action. 

One clear example is the case of the Iranian private airline 
Mahan Air. Mahan Air has been an accessory to Assad’s war 
crimes by transporting weapons and personnel, including foreign 
militias, back and forth from Iran to Syria. It continues to do so, 
as far as my record tells me. The latest flight happened 2 days ago. 
So they are not deterred. 

Now, the problem with Mahan Air is that is only under U.S. 
sanctions. Europeans have never sanctioned Mahan Air, and, in 
the current climate, Mahan Air is actually expanding its destina- 
tions in Europe. So 

Mr. Cicilline. I want to give the other witnesses — but you said 
you had three things. If you could just tick them off. 

Mr. Ottolenghi. Yes. 
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The second thing is that a lot of the funds that will go to eco- 
nomic projects in Iran will actually be allocated through public con- 
tracts and vendors to IRGC companies. So this will be an indirect 
way to help IRGC companies get funds. 

And the third thing is that a lot of the IRGC personnel has never 
been sanctioned, will not be affected by travel bans, so will be a 
lot more free to travel around the world in procurement efforts. 
Again, going after these individuals more vigorously will help con- 
tain their activities. 

Mr. CiCiLLlNE. Thank you. 

Dr. Levitt? 

Mr. Levitt. Thank you. 

In brief, I would just say I completely agree with Dr. Maloney 
that Iran has tunneled money, whether it had it or not, to these 
types of activities. But it is true that when they have had more 
money they have tunneled more. As I noted, they have cut back on 
Hezbollah’s budget, and we expect that to pop up again. 

The general theme here is that there has to be a cost. We have 
never incurred serious costs, political costs, for actual acts of ter- 
rorism — not after the Marine barracks, not after the Embassy, not 
after Khobar. It would be very interesting to see what happens 
after we get more information out of Mughassil to see what hap- 
pens then. 

There is a tremendous amount of work to be done, as Emanuel 
suggested, with the Europeans — formally, in terms of helping them 
understand the structure, how serious we are about this, and then 
informally. 

And Treasury Department swears up and down, and I believe 
them, that they intend to go on new dog-and-pony shows of the 
kind that I went out on when I was the DAS for intel to educate 
people about the risks of doing business with Iran. We can no 
longer tell people, “Don’t do business with Iran,” but we sure can 
highlight the risks. And the risks are massive, because the IRGC 
is more embedded in the Iranian economy now than it ever was be- 
fore. And this would be very effective. 

Mr. CiciLLiNE. Dr. Maloney, I think I have a few seconds left. 

Ms. Maloney. Very quickly, the focus, as Matt has just said, on 
building a real coalition with Europe, I think, is the kind of 
kryptonite that we need to go after Iran on these issues. We have 
spent 36 years trying to find a way to impede Iran’s support for 
terrorism. What worked on the nuclear issue was that kind of 
international multilateral coalition. 

Mr. CiCiLLlNE. Thank you. 

I thank the chairman. 

Ms. Ros-Lehtinen. Thank you so much. 

And I will just make a last statement before we go vote. The ad- 
ministration has attempted to assuage concerns that Iran will not 
use its sanctions relief to support terror, that the money is already 
tied up in other ventures. But, as we have heard, the IRGC is one 
of the major actors of the Iranian economy, with a presence in 
nearly every sector. 

Administration officials also tell us that U.S. sanctions against 
IRGC and its officials will not be lifted. However, it is clear that 
we have only scratched the surface when it comes to sanctioning 
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IRGC companies. As you pointed out, all of the subsidiaries — and 
their subsidiaries are not under sanctions like their parent compa- 
nies. And so how effective can our remaining sanctions be if these 
subsidiaries remain free from sanctions? 

So we will leave that intriguing topic for the next hearing. Thank 
you so much, ladies and gentlemen. 

And, with that, our subcommittee is adjourned. 

[Whereupon, at 2:45 p.m., the subcommittee was adjourned.] 
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Statement for the Record 

Submitted by Mr. Connolly of Virginia 

The Joint Comprehensive Plan of Action (JCPOA) is an arms control agreement negotiated with 
Iran, an adversary of the U S. with an illicit nuclear program and a long record of gross human 
rights abuses, regional subversion, and support for international terrorism. Until recently, the 
Iranian regime had no stated intention to curb any of these condemnable activities. 

However, the P5+1 negotiations took direct aim at the Iranian nuclear program and scored a 
historic diplomatic victory by securing verifiable restrictions on the Iranian nuclear program and 
denying Iran a path to a nuclear weapon. 

Supporters of the agreement are under no illusions that the deal is a comprehensive resolution of 
the myriad issues the U.S. and our allies have with the repressive regime in Tehran and its 
reprehensible support for terrorist insurgencies in the region. Support for the deal is derived from 
the fact that it is a viable alternative to war that takes the Iranian nuclear issue off of the table and 
secures permanent commitments from Iran regarding the peaceful nature of its nuclear program. 
In other words, it is the diplomatic alternative we sought to attain when we entered into nuclear 
negotiations. 

Supporters of the deal also understand that the U.S. and our allies are battling on many fronts 
with the Islamic Republic of Iran, a state sponsor of terror. Progress on the nuclear front does not 
preclude aggressive action to counter Iran’s objectionable behavior elsewhere. If anything, it 
should invigorate and focus our attention on illicit activity carried out by Iran-supported entities 
such as the Islamic Revolutionary Guard Corps (IRGC), the IRGC’s Qods Force, and Hezbollah. 

The IRGC has long-been Iran’s tool for suppressing dissent at home and sowing instability 
abroad. The IRGC targets dissidents for incarceration, and the Basij Resistance Force, the 
volunteer force it commands, helped stamp out a popular uprising in 2009 and 2010. The Qods 
Force is active in Syria supporting the Assad regime, and the head of the Qods Force, Qasem 
Soleimani, has recently taken a prominent role in Iraq where the organization previously 
supported Shiite militias in their attacks on U.S. troops. Hezbollah, like the IRGC and IRGC-QF, 
continues to act in contravention with several U.N. Security Council Resolutions that authorize 
sanctions against individuals and entities party to its illicit activities. 

The JCPOA will require the U.N to relax nuclear-related sanctions against the IRGC and IRGC- 
QF once Iran has fulfilled certain commitments that trigger the implementation of the deal. It is 
important to note that the U.S. can at any time unilaterally snapback U.N. sanctions if we feel 
that Iran is not in compliance with the JCPOA. Additionally, the U.S. and the U.N. will keep in 
place sanctions related to weapons proliferation, human rights abuses, efforts to suppress 
freedom of expression in Iran, and support for international terrorism, hi fact, no U.S. sanctions 
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on the IRGC will be lifted under the J CPOA. Congressionally mandated sanctions contained in 
the Iran Threat Reduction and Syria Human Rights Act (ITRSHRA, P.L. 1 12- 158) and the 
Comprehensive Iran Sanctions, Accountability, and Divestment Act (CISADA, P.L. 1 1 1-195) 
will continue to target IRGC finances. 

The enumeration of the significant restrictions on Iran under the JCPOA is not to say that our job 
is done - quite the opposite actually. It highlights the opportunity Congress and the 
Administration have to work together on expanding our efforts to counter Iranian subversion. 

The JCPOA does not preclude this collaboration, and the President has written to Congress 
reiterating his intention to “ensure Israel’s Qualitative Military Edge” and strengthen regional 
partnerships able to deal with Iran’s destabilizing activities and support for terrorism. 

The President will receive the authority required to waive limited Iranian sanctions and adhere to 
the commitments made in the JCPOA. What we need now is for opponents of the deal to 
acknowledge that reality and work in a constructive manner to address the other areas where 
Iran’s actions put it in direct conflict with the security interests of the U.S. and our allies. 
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